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8.0 Objectives

After going through this unit, you should be able to:

• perform System tests;

• prepare Conversion plans;

• implements methods;

• know about different types of maintainance activity and issue

involved with it; Know about  the quality and its factor
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8.1 Introduction

Testing is of vital importance as all information systems are designed by a

team of Software Engineers and end users have little or no knowledge of

system development. Testing is done to bridge the gap between the perceived

out comes desired by the user to that of systems analysts and programming

team. The design specifications are requirements of the user and are

translated to working software by the programmer. Hence, it is the ability of

the programmer to code exactly as per the design specification that is to be

judged by testing the software module System Development Life Cycle ends

with the Implementation and Maintenance phase of  the System . Testing

the system as a single entity is called system testing which actually differs

from the unit and module testing carried out during program development

stage.

The sources of software faults during development process which becomes

the principle of System testing is shown in the diagram given below:

The software system needs to be checked for its intended behavior and

direction of progress at each development stage to avoid duplication of efforts,

time and cost overruns, and to assure completion of the system within

stipulated time.

System testing and quality assurance come to aid for checking the system.

It includes:

• Product level quality (Testing)

• Process level quality.

8.2 System Testing

Testing is the process or activity that checks the functionality and correctness

of software according to specified user requirements in order to improve the

quality and reliability of system. It is an expensive, time consuming, and

critical approach in system development which requires proper planning of

overall testing process.

A successful test is one that finds the errors. It executes the program with

explicit intention of finding error, i.e., making the program fail. It is a process

of evaluating system with an intention of creating a strong system and mainly

focuses on the weak areas of the system or software.

System testing of software or hardware is testing conducted on a complete,

integrated system to evaluate the system’s compliance with its specified

requirements. System testing falls within the scope of black box testing, and

as such, should require no knowledge of the inner design of the code or logic.

System testing assumes that all parts of the system are correct and error-
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free. Even though the system has been tested for individual components and

modules, there is no guarantee that the system after integration will work

as per the desired specification. System test involves a holistic approach for

testing the working of the application in totality.

Characteristics of System Testing

System testing begins at the module level and proceeds towards the

integration of the entire software system. Different testing techniques are used

at different times while testing the system. It is conducted by the developer

for small projects and by independent testing groups for large projects.

Stages of System Testing

The following stages are involved in testing:

Test Strategy

It is a statement that provides information about the various levels, methods,

tools, and techniques used for testing the system. It should satisfy all the

needs of an organization.

Test Plan

It provides a plan for testing the system and verifies that the system under

testing fulfils all the design and functional specifications. The test plan

provides the following information:

• Objectives of each test phase

• Approaches and tools used for testing

• Responsibilities and time required for each testing activity

• Availability of tools, facilities, and test libraries

• Procedures and standards required for planning and conducting the

tests

• Factors responsible for successful completion of testing process

Test Case Design

• Test cases are used to uncover as many errors as possible in the system.

• A number of test cases are identified for each module of the system to

be tested.

• Each test case will specify how the implementation of a particular

requirement or design decision is to be tested and the criteria for the

success of the test.

• The test cases along with the test plan are documented as a part of a

system specification document or in a separate document called test

specification or test description.

Test Procedures

It consists of the steps that should be followed to execute each of the test

cases. These procedures are specified in a separate document called test
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procedure specification. This document also specifies any special

requirements and formats for reporting the result of testing.

Test Result Documentation

Test result file contains brief information about the total number of test cases

executed, the number of errors, and nature of errors. These results are then

assessed against criteria in the test specification to determine the overall

outcome of the test.

8.2.1 Different Types of Testing

The following are various types of System Testing:

1) Recovery Testing:

Recovery testing is the activity of testing how well an application is able to

recover from crashes, hardware failures and other similar problems.Errors or

any other processing faults must not cause overall system to fail. The recovery

time of the system after failure must be within a specific period and tolerance

limit. System failures are forced during this phase of testing by introducing
exceptions to see how the system responds to the case.

Examples of recovery testing:

• While an application is running, suddenly restart the computer, and

afterwards check the validness of the application’s data integrity.

• While an application is receiving data from a network, unplug the

connecting cable. After some time, plug the cable back in and analyze the

application’s ability to continue receiving data from the point at which the
network connection disappeared.

• Restart the system while a browser has a definite number of sessions.

Afterwards, check that the browser is able to recover all of them.

2) Security Testing:

Security testing is a process intended to reveal flaws in the security

mechanisms of an information system that protect data and maintain
functionality as intended. Due to the logical limitations of security testing,

passing security testing is not an indication that no flaws exist or that the

system adequately satisfies the security requirements. System used for

processing sensitive information are prone to high security risks. Individual

often tries to access unauthorized data for various reasons. Threats could be

external or internal. Hacking of passwords is a common problem. Individual
can use software to generate random passwords to gain access of the system.

Security testing takes care of these aspects of the system security.

3) Stress Testing:

Stress testing (sometimes called torture testing) is a form of deliberately

intense or thorough testing used to determine the stability of a given system

or entity. It involves testing beyond normal operational capacity, often to a
breaking point, in order to observe the results. Reasons can include:



(165)

System Testing and Quality Assurance

• to determine breaking points or safe usage limits

• to confirm intended specifications are being met

• to determine modes of failure (how exactly a system fails)

• to test stable operation of a part or system outside standard usage

Stress test is designed to test the system as to how the system behaves in

abnormal situation. The aim of the stress test is to find the limit of quantity

or frequency of input after which the system fails. Stress test cases are

designed which require maximum memory and other resources; in excess

of what a normal situation demands.

4) Performance Testing: Performance testing is specifically important to

embedded and real time systems. It checks the run time performance of the

system. It is often coupled with stress testing.

5) Response Testing: Testing of response time is of special importance in OLTP

(on-line transaction processing systems like railway reservation system, points

of sale, etc.). Testing is done to measure the response time. The same is

compared with desired maximum response time. Usability and Documentation

Testing: Testing is done to review the usability and user friendliness of the

software. Most often, systems are provided with on-line help.

6) Usability and Documentation Testing: Testing is done to review the

usability and user friendliness of the software. Most often, systems are

provided with on-line help  screen to help the end user. This also includes

whether proper care had been taken to document the development stage of

the project. User friendliness of the system is often compromised, which may

lead to problem during implementation and maintenance of the system.

The following are the various activities involved during system testing:

Preparation of Test Plan: The first step in system testing is to prepare a

document called a Test Plan. Test plan is a document which outlines the

aspect of the system to be tested.

A workable Test Plan is prepared in accordance with the design specification

such as –

• Expected output from the system;

• Criteria for evaluating the output;

• Nature and Volume of test data; and

• Procedure for using the test data.

7) Specifications of User Acceptance Test: User is involved to prepare test

cases. These can be derived from the test plan. Other parameters are test

schedule, test duration and the person delegated to carry out the user

acceptance test.In case there is one customer (a specific application designed

for a specific use), a series of acceptance tests are carried out to validate all

the user requirements. But this is not possible if the software is to be used
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by many customers (general purpose software like word processor, etc.). An

alternate approach is application of Alpha and Beta testing techniques.

8) Alpha Testing: Alpha testing is a type of acceptance testing; performed

to identify all possible issues/bugs before releasing the product to everyday

users or public.  The focus of this testing is to simulate real users by using

blackbox and whitebox techniques. The aim is to carry out the tasks that a

typical user might perform. Alpha testing is carried out in a lab environment

and usually the testers are internal employees of the organization. To put it

as simple as possible, this kind of testing is called alpha only because it is

done early on, near the end of the development of the software, and before

beta testing.

9) Beta Testing: Beta Testing of a product is performed by “real users” of the

software application in a “real environment” and can be considered as a form

of external user acceptance testing. Beta version of the software is released

to a limited number of end-users of the product to obtain feedback on the

product quality. Beta testing reduces product failure risks and provides

increased quality of the product through customer validation.

It is live testing of the software product and not controlled by the developer.

The customer tests the software using her/his own data records and reports

the bugs or problems in regular intervals to the developer. Many organizations

deploy specially trained personnel for system testing. The problems of bugs

uncovered in alpha and beta testing are fixed before the product is shipped

and installed in customer’s premises. Testing of complex software can be time

consuming and frustrating also. The aim of system testing is to uncover every

possible error that may come up at the user end. The role of Data Processing

Auditor (EDP auditors)/Information System Auditor is quite involved during

all stages of system development especially during testing. Auditors can

provide useful independent inputs to minimize complications during

maintenance.

The pictorial representation of various types of testing are as following:

FIGURE 1 : VARIOUS TYPES OF TESTING
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8.3 The Testing Techniques

8.3 THE TESTING TECHNIQUES

To perform these types of testing, there are two widely usedtesting techniques.

The above said testing types are performedbased on the following testing

techniques.

Black-Box testing technique:

This technique is used for testing based solely on analysis ofrequirements

(specification, user documentation.). Also known asfunctional testing.

White-Box testing technique:

This technique is used for testing based on analysis ofinternal logic (design,

code, etc.). Also known as structural testing.

BLACK BOX AND WHITE BOX TESTING:

Test Design refers to understanding the sources of test cases, testcoverage,

how to develop and document test cases, and how tobuild and maintain test

data. There are 2 primary methods by whichtests can be designed and they

are:

• BLACK BOX

• WHITE BOX

Black-box test design treats the system as a literal “black-box”, soit doesn’t

explicitly use knowledge of the internal structure. It isusually described as

focusing on testing functional requirements.Synonyms for black-box include:

behavioural, functional, opaque -box, and closed-box.

White-box test design allows one to peek inside the “box”, and itfocuses

specifically on using internal knowledge of the software toguide the selection

of test data. It is used to detect errors by meansof execution-oriented test

cases.Synonyms for white-box include:Structural, glass-box and clear-box.

While black-box and white-box are terms that are still in popularuse, many

people prefer the terms “behavioural” and “structural”.

Behavioural test design is slightly different from black-box testdesign because

the use of internal knowledge isn’t strictlyforbidden, but it’s still discouraged.

In practice, it hasn’t proven

useful to use a single test design method. One has to use a mixtureof different

methods so that they aren’t hindered by the limitationsof a particular one.

Some call this “gray-box” or “translucent-box”test design.

8.3.1 Black Box Testing

Black Box Testing is testing without knowledge of the internalworkings of

the item being tested. For example, when black boxtesting is applied to

software engineering, the tester would only know the “legal” inputs and what
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the expected outputs should be,but not how the program actually arrives at

those outputs. It isbecause of this that black box testing can be considered

testingwith respect to the specifications, no other knowledge of theprogram

is necessary. For this reason, the tester and theprogrammer can be

independent of one another, avoidingprogrammer bias toward his own work.

For this testing, test groupsare often used, Though centered around the

knowledge of userrequirements, black box tests do not necessarily involve

theparticipation of users. Among the most important black box teststhat do

not involve users are functionality testing, volume tests,stress tests, recovery

testing, and benchmarks. Additionally, thereare two types of black box test

that involve users, i.e. field andlaboratory tests. In the following the most

important aspects ofthese black box tests will be described briefly.

Advantages of Black Box Testing

• More effective on larger units of code than glass box testing

• Tester needs no knowledge of implementation, including

specificprogramming languages

• Tester and programmer are independent of each other

• Tests are done from a user’s point of view

• Will help to expose any ambiguities or inconsistencies in

thespecifications

• Test cases can be designed as soon as the specifications

arecomplete

 Disadvantages of Black Box Testing

o Only a small number of possible inputs can actually be tested,

totest every possible input stream would take nearly forever

o Without clear and concise specifications, test cases are hard to

design

o There may be unnecessary repetition of test inputs if the tester

is not informed of test cases the programmer has already tried

o May leave many program paths untested

o Cannot be directed toward specific segments of code which maybe

very complex (and therefore more error prone)

o Most testing related research has been directed toward glass box

testing

8.3.2 White Box Testing

Software testing approaches that examine the programstructure and derive

test data from the program logic. Structuraltesting is sometimes referred to

as clear-box testing since whiteboxes are considered opaque and do not really

permit visibility into the code. Synonyms for white box testing is
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o Glass Box testing

o Structural testing

o Clear Box testing

o Open Box Testing

The purpose of white box testing is to

• Initiate a strategic initiative to build quality throughout the life cycleof

a software product or service.

• Provide a complementary function to black box testing.

• Perform complete coverage at the component level.

• Improve quality by optimizing performance.

Advantages of White Box Testing

• Forces test developer to reason carefully about implementation

• Approximate the partitioning done by execution equivalence

• Reveals errors in “hidden” code

• Beneficent side-effects

Disadvantages of White Box Testing

• Expensive

• Cases omitted in the code could be missed out

8.3.3 Difference between Black Box Testing and White Box Testing

Black Box Testing White Box Testing

1. In this testing knowledge of In this form of testing knowledge
programming is not necessarily of programming is must means it
essential. is essential.

2. Normally independent software Normally software developers are
testers are responsible for doing responsible for doing White Box
Black Box Testing. Testing.

3. In this form of testing Knowledge In this form of testing Implementa-
of implementation is not required. tion knowledge is required.

4. In Black Box Testing, testers may Normally software developers are
or may not be technically sound. involved in this testing, but if it is

performed by software testers, then
testers should be technically sound.

5. In this sort of testing testers In this sort of testing developers
mainly focuses on the function- mainly focuses on the structure
ality of the system. means program/code of the system.

6. This testing is done by testers. This testing is mostly done by
developers.

7. This type of testing always focuses This type of testing always focuses
on what is performing/carried out. on how it is performing/carried out.
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8. In Black Box Testing no knowledge In White Box Testing knowledge
regarding internal logic of code is regarding internal logic of code is
needed means no need of program- needed means need of programm-
ming is necessary. ing is mandatory.

9. Other names of this testing include Other names of this testing include
means synonyms of black box test- means synomyms of white box test-
ing are testing regarding function- ing are testing regarding code means
ality means Functional testing, Be- Structural testing Glass-box/Clear-
havioral testing, and Opaque-box/ box testing, Open-box testing/Trans-
Closed-box testing that is the reason parent-box testing, Logic-driven test-
why in this testing no knowledge ing and Path-oriented testing that is
of programming is needed. the reason why in this testing know-

ledge of programming is needed.

10.Black box testing means functioal White box testing means structural

test or external test. test or interior test.

8.4 Conversion Plan

A conversion plan is the design to change over from the existing system to

the new system. A properly designed conversion plan ensures a smooth

transition to the new system. Database is designed, created and installed by

using the existing data from the old system or by creating data manually.

Appropriate training of the end user is important as the success of any system

depends on the involvement of end user who is actually going to use the

system

A typical conversion plan is a document that consists of the following

information:

• Guidelines regarding Conversion processes involved and the roles of end

user.

• Planning conversion of files, creation of computer compatible files.

• Types of conversion to be undertaken depending on the existing types of

system.It could be from an existing manual system to a newly designed

system or from an existing old computerized system to a newly designed

enhanced system.

• Types of conversion may be parallel, phased or direct.

• Evaluation of hardware, software and related services.

Actual conversion process involves equipment, personnel, data and financial

resources. The process of conversion from the existing system (manual or

computerized) to the newly developed system can be performed in the

following ways depending on the criticality of the system and other related

issues

.• Direct Conversion:
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 The  new systemis directly installed and started . This kind of conversion is

although economical but the users of the system  are at the mercy of the

new system, hence direct installation can be very risky

 • Pilot Conversion:

 This is the middle path approach. Instead of converting all at once

throughout the organization, this kind of pilot installation involves

conversion/installation of system at a single pre-decided location. The

advantage of the pilot conversion is that the potential risk in case of failure

of the system is limited to a single location. Once the user is ascertained that

the implementation of the system has been successful in a particular

location, it is proposed to replicate the system in other locations.

 • Parallel Conversion:

 Under this kind of conversion, the old system is allowed to run alongside

the new system until the management and the end user are satisfied with

the result of the new system. It is compared with the new system to test

whether the functionalities covered by the old system are thoroughly covered

in the new system by comparing the outputs.

• Phased Conversion:

This is an incremental approach to switch over to the new system. Different

sub-systems of the new system is used in conjunction until the whole new

system is converted. This kind of approach for conversion limits the potential

risk of failure of the new system. In a phased installation as a sub-system is

made functional, actual results are visible before the whole new system is

made functional.

8.5 Quality Assurance

It is the review of system or software products and its documentation for

assurance that system meets the requirements and specifications.

• Purpose of QA is to provide confidence to the customers by constant

delivery of product according to specification .

• Software quality Assurance (SQA) is a techniques that includes

procedures and tools applied by the software professionals to ensure

that software meet the specified standard for its intended use and

performance.

• The main aim of SQA is to provide proper and accurate visibility of

software project and its developed product to the administration.

• It reviews and audits the software product and its activities throughout

the life cycle of system development.
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8.5.1 Objectives of Quality Assurance

The objectives of conducting quality assurance are as follows:

• To monitor the software development process and the final software

developed.

• To ensure whether the software project is implementing the standards

and procedures set by the management.

• To notify groups and individuals about the SQA activities and results

of these activities.

• To ensure that the issues, which are not solved within the software are

addressed by the upper management.

• To identify deficiencies in the product, process, or the standards, and

fix them.

8.5.2 Levels of Quality Assurance

There are several levels of QA and testing that need to be performed in order

to certify a software product.

Level 1: Code Walk-through

At this level, offline software is examined or checked for any violations of the

official coding rules. In general, the emphasis is placed on examination of

the documentation and level of in-code comments.

Level 2: Compilation and Linking

At this level, it is checked that the software can compile and link all official

platforms and operating systems.

Level 3: Routine Running

At this level, it is checked that the software can run properly under a variety

of conditions such as certain number of events and small and large event

sizes etc.

Level 4: Performance test

At this final level, it is checked that the performance of the software satisfies

the previously specified performance level.

8.6 Summary

System testing is testing of the software in its totality after individual modules

had been tested.

The characteristics of system testing are discussed in this unit. The white

box and black box techniques of testing have been discussed with their

advantages and disadvantages. The difference between Black Box and White

Box testing technique is also given in this unit.

Different conversion plans are discussed like software and hardware
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installation etc. Installation of a system is usually moving from old system

to a new system. Different methodology is adopted for conversion/ installation

like direct conversion, parallel conversion, phased conversion, single location

conversion.

Quality Assurance is the review of system or software products and its

documentation for assurance thatsystem meets the requirements and

specifications. The Objective and level of Quality Assurance is also explained

in this unit.

8.7 Questions for Exercise

1. Define the term System Testing. Discuss the various stages of

System Testing.

2. Discuss the different types of System Testing.

3. Define BLACK BOX and WHITE BOX Testing. Differentiate between

them.

4. What do you mean by Conversion Plan? Explain the various ways

of conversion plan.

5. Define Quality Assurance and its different levels.

6. Discuss the objective of Quality Assurance.
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