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6.0 Introduction
In this unit, you will learn about the basic concepts of computer networks.
In the mainframe and minicomputer environment, each user is connected
to the main system through a dumb terminal that is unable to perform any
of its own processing tasks. In this computing environment, processing and
memory are centralized. However, this type of computerization has its mer-
its but the major disadvantage is that the system could get easily overloaded
as the number of users, and consequently, terminals increase. Second, most
of the information is centralized to one group of people, the systems profes-
sionals rather than the end-users. This type of centralized processing sys-
tem differs from the distributed processing system used by LANs. In a dis-
tributed processing system, most of the processing is done in the memory
of the individual PCs or workstations besides sharing expensive computer re-
sources like software, disk files, printers and plotters, etc. You will also learn
about the network topologies. Moreover, you will learn about the categories
of network. Switching includes ‘plug and play’ element. Nowadays, a fibre
optic switch is used in switching technology because it allows harnessing of
all available bandwidth. Use of an optical switch allows users on a network
to send more information. It also provides huge advantage as immunity to
EMI (Electro Magnetic Interference) disturbance and lighting strike which as-
sures network security. You will learn about TCP/IP. The TCP/IP model is
considered the oldest protocol of all computer networks like the ARPANET
and its successor, the Internet. It contains two protocols TCP and IP. TCP
stands for Transmission Control Protocol and IP for Internet Protocol.
6.1 Unit Objective

Discuss the basic concepts of computer networks
l Understand the basic concept of topologies
l Discuss the various categories of networks
l Describe the various network models
l Explain about OSI reference model
l Discuss what transmission media is
l Understand the switching techniques

6.2 Introduction to Data Communication
A data communication system is made up of the message, the source, the
destination, the medium and the protocol. Message is the information needs
to be communicated. Source is the device that sends the message to the
destination. Destination is a device to receive the message. Medium is the
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physical path through which the message is transmitted for the destination.
Protocol defines a set of rules for communication. Figure 6.1 shows a simple
7data communication system.

Fig. 6.1  Simple Data Communication System
A network is a connection of independent computers to communicate

with one another over a shared network medium. The physical layer deals
with transmission medium to transport information in the form of bits
between different computers on the network. The physical layer is responsible
for communicating 0s and 1s across a medium. It does so through the
variation of some physical property, such as current or voltage. This layer also
ensures the reliable delivery of bits. It means that when the sending side
sends 1 bit, it is received by the receiving side as 1 bit, not as 0 bit. Hence,
it defines the mechanical and electrical aspects of interfacing to a physical
medium for connecting, maintaining and setting up physical links as well
as for transmitting data. It is primarily concerned with moving bits from one
node to the next over the physical link. The issues concerning the physical
layer involve amplitude of the pulses to define 1 and 0 level, width of the
pulse in microseconds, types and modes of communication, establishment
and breaking of connections at the time of communication, types of
connectors, etc.

A physical layer of a network accepts data from the data link layer in
bit streams for subsequent transmission over the physical medium. At this
layer, the mechanical (connector type), electrical (voltage levels), functional
(ping assignments), and procedural (handshake) characteristics are defined.
RS-232C/D is an example of a physical layer definition. The bit stream is
represented as a function of time and can be analysed mathematically.
Analysis is required to know the physical characteristics of a signal as it
travels across some physical media. Even if there are some changes in the
properties of the signal, it is important to know how it can be reproduced in
its original form, so that the receiver receives it as sent by the sender.
6.3 Introduction to Computer Networks
A network is a connection of independent computers to communicate with
one another over a shared network medium. The physical layer deals with
transmission medium to transport information in the form of bits between
different computers on the network. The physical layer is responsible for
communicating 0s and 1s across a medium. It does so through the variation
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of some physical property, such as current or voltage. This layer also ensures
the reliable delivery of bits. It means that when the sending side sends 1
bit, it is received by the receiving side as 1 bit and not as 0 bit. Hence, it
defines the mechanical and electrical aspects of interfacing to a physical
medium for disconnecting, maintaining and setting up physical links as well
as for transmitting data. It is primarily concerned with moving bits from one
node to the next over the physical link. The issues concerning the physical
layer involve amplitude of the pulses to define 1 and 0 level, width of the
pulse in microseconds, types and modes of communication, establishment
and breaking of connections at the time of communication, types of
connectors, etc.

Networks that are privately owned offer consistent fast paced
communication channels which are optimized to connect information
processing tools in a restricted geographical area. These are known as Local
Area Networks (LANs).

A shared, local (restricted-distance) packet network for computer
communication is a form of LAN. A common medium is used by LAN to link
peripherals and computers so that the user can share access to databases,
files, host computers, peripherals and applications.

LANs in addition to linking the computer equipment available in a
particular premises also provides a connection to other networks either
through a computer, which is attached to both networks, or through a
dedicated device called a gateway. The main users of LANs include business
organizations, research and development groups in science and engineering,
industry and educational institution.

LANs offer raw bandwidth of 1 Mbps to 100 Mbps or more, although
actual throughput often is much less. LANs are limited to a maximum
distance of only a few miles or kilometers, although they may be extended
through the use of bridges, routers, and other devices. Data is transmitted
in packet format, with packet sizes ranging up to 1500 bytes and more.
Mostly, IEEE develops LAN specifications, although ANSI and other standards
bodies are also involved.
6.3.1Advantages of Networks
LANs are used almost exclusively for data communication over relatively short
distances, such as within an office, office building or campus environment.
LANs allow multiple workstations to share access to multiple host computers,
other workstations, printers and other peripherals, and connections to other
networks. LANs are also being utilized for imaging applications. They are
being used for video and voice communication as well, although currently
on a very limited basis.

LAN applications include communication between the workstation and
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host computers, other workstations and servers. The servers may allow
sharing of resources. Resources could be information, data files, e-mail, voice
mail, software, hardware (hard disk, printer, fax, etc.) and other networks.

LAN benefits include the fact that a high-speed transmission system can
be shared among multiple devices in support of large number of active
terminals and a large number of active applications in the form of a multi-
user, multi-tasking computer network. LAN connected workstations realize
the benefit of decentralized access to very substantial centralized processors,
perhaps in the form of mainframe host computer and storage capabilities
(information repositories). Additionally, the current technology allows
multiple LANs to be inter-networked through the use of LAN switches,
routers, etc.

Disadvantages of LANs include concern for security of files and accounts.
6.3.2 Network  Devices
In general, a computer network is composed of one or more servers,
workstations, network interface cards, active and passive hub, routers,
bridges, gateways, modem, software components like network operating
systems and other application software. The following components are widely
used for the construction of networks:
Server
It is the most powerful computer of the network. In a local area network,
usually a powerful microcomputer or a super microcomputer with the power
of a minicomputer is used as a server. There are two types of servers normally
employed in a local area network. They are dedicated servers and non-
dedicated servers.

In a dedicated server, the server computer performs functions and
services of the whole network. It helps to efficiently run user applications and
increases the overall system cost. Users cannot run their applications directly
in a dedicated server. It provides e-mail service, sharing of multiple hard disks
and other resources and faster response time. For larger networks with heavy
load, dedicated servers are usually employed.

In a non-dedicated server, apart from the role of a network controller, a
server also acts as an individual workstation. The server is equipped with large
memory. Network operations demand only a portion of server memory. The
remaining portion of the memory may be used for the user applications.
Under light load conditions, it is advisable to use a non-dedicated server.
Some servers can operate on both modes, according to the requirement of
the user.
File Server
The primary goal of a computer network is to share data among several users.
They also make their attached disk drives, printers, modems and unique
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communication links available to the various client stations. Providing one
computer with one or more hard disks facilitates this. All client stations share
these hard disks. Clients can make their requests to access any of the shared
facility to the server. The file server is a powerful computer, which runs special
software. It provides the files and other shared resources to different users
in the network. It provides facilities like user authentication, security to
various user programs, and data integrity. It can be accessed through Network
Operating System (NOS). Typical configurations of a server are Pentium 4
machine with 128 MB or higher capacity RAM, 40 GB or higher capacity hard
disk, to serve upto 10 nodes or workstations.

All activities of a file server can be monitored and controlled from the
monitor called console. The network administrators are given special
privileges. They are given supervisory passwords. They perform the network
administration operation for the entire network. Any user of the network
needs to get a new network service, they have to contact the network
administrator and make a request for the specific service they need. The file
server has a large memory, which is used for caching directories and files,
and hashing directories. Novell Netware and Windows NT are the two network
operating systems that run on a server machine.
Workstation
Another important component of a network is the workstation or a client. A
workstation is an individual computer with capabilities to communicate with
other machines. It must be equipped with the hardware and software
necessary to connect to a LAN. Usually a Network Interface Card (NIC) or an
Ethernet card is used for this purpose. Part of the network operating system
is also available in the workstation. A workstation can communicate with other
workstations or to the server. The hardware requirement for a workstation
depends on the application and the size of the network. In a typical LAN of
a university computer center, a Pentium III system with 64 MB RAM and 4
to 8 GB hard disk capacity, with necessary network interface card can be used
for a typical workstation. In general, the memory and hard disk capacity of
a workstation is much less than that of the server.
Network  Interface  Unit
Every computer on the network needs one add on card called Network
Interface Card (NIC) or Ethernet Adapter or Network Interface Adapter. The
role of NIC is to move the serial signals on the network cables, or media into
parallel data stream inside the PC. In some cases, two or more such NICs
are used in the server to split the load. These interface units also have the
important jobs of controlling access to the media. This includes activities
known as carrier sense (listen before transmit), sequential station number,
and token passing. All these activities are known as Media Access Control.
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Transmission Media
The data signal travels through this medium. There are two general categories.
They are bounded (guided) and unbounded (unguided) medium. Twisted pair,
coaxial cable and fibre optic cables are all bounded media. The data signals
travel within the boundaries of the transmission media. On the other hand,
microwave and satellite transmissions, both travel through the air, which has
no boundaries, hence called unbounded transmission.
Hub
The network hub is a centralized distribution point for all data transmission
in a network. Hub may also be referred to as a concentrator. Data packet
from a NIC arrives at the hub. The hub receives and rebroadcasts them to
other computers connected to it. In general, the hub network is a passive
device. It does not know the destination of a received data packet. Hence, it
is required to send copies to all the hub connections. Hubs can be classified
into the following three categories:

• Stackable and non-stackable hubs
• Active and passive hubs
• Intelligent and non-intelligent hubs
Stackable hubs are hubs that can be stacked or interconnected to make

a single hub appearance. They are useful for vendors to make hubs of size
suitable to customer requirement. Non-stackable hubs cannot be
interconnected. They are always provided only a fixed number of connections.

The hubs that connect to the network backbone are known as active
hubs. The hubs, which connect only to active hubs, are known as passive
hubs.

Intelligent hubs contain a special firmware that can be accessed by
remote workstations. The firmware is known as Simple Network Management
Protocol (SNMP). Network performance and network status data are read from
SNMP.
Repeater
A repeater is a communication device that connects between two segments
of the network cable. It retimes, regenerates, strengthens the digital data,
and sends them on their way again. Repeaters are often used to extend the
cable length to enlarge LANs. Wide area network contain many repeaters.
Ethernet also frequently uses repeaters to extend the length of the bus.
Bridge
A bridge interconnects two networks using same technology, such as Ethernet
or Arcnet. Bridge is more sophisticated than a repeater. A modern bridge
reads the destination address of the received packet and determines whether
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the address is on the same segment of the network cables of the originating
station. If the destination is on the other side of the bridge, the bridge
transmits the packet into the traffic on that cable segment. Local bridges are
used to connect two segments of a same LAN. Remote bridges are used to
link local LAN cables to long distance cables, to link two physically separated
networks. Network administrators often use bridges to split the big networks
into number of small networks. Bridges are easy to install. They provide an
easy way to perform network management functions.
Router
A router transfers data between networks. It is also possible for a router to
transfer data between different compatible network technologies, such as
Ethernet and IBM token ring. Since, Internet consists of thousands of
different network technologies, routers are an integral part of the Internet.
A router has the address on the network. A bridge does not have an address.
Hence, a router can act as an intermediate destination. In other words, a
computer can send a data packet to the router of another network. The router
will transfer the packet to the other network. On the other hand, the bridge
must examine all the packets to determine which packets to transmit between
networks. As such, computers never send packets directly to a bridge. A
router examines a packet only if it contains the router’s address.

A router also can act as a bridge. Such a router is known as a brouter.
The brouter receives the packet and examines whether it supports the
protocol used by the packet. If not, it simply drops the packet. The packet is
bridged using the physical address information.
Gateway
Two dissimilar networks can be connected by means of a gateway. For
example, a mainframe can be connected and accessible to a PC network by
means of a gateway. Unlike routers, a gateway converts the format of the data
sent between two networks.
A router adds only addressing information to the data packet. Routers never
change the content of the message. But a gateway has to identify the protocols
used in the networks, and recognize the data format and convert the message
format into suitable format to be accepted by the other network. Wide area
networks often use gateways because there is a large number of dissimilar
networks present in a WAN. Gateways provide good connectivity to different
kinds of networks on the Internet.
Modem
Another significant network component is modem. The term Modem is the
shortened version of the name modulator–demodulator. Modem provides two-
way communication facility between a computer network and telephone
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network. As Wide Area Network (WAN) uses the existing telephone network
to connect to a distant network, it always uses a modem to dial-up the
telephone network. Modem converts the digital data from the computer into
useful analog signals that can be transmitted through a telephone network.
Similarly, signals from the telephone channels are converted back into digital
data suitable for a computer.
6.3.3 Communication Protocols
In telecommunications, a communication protocol is a system of digital rules
for data exchange within or between Computers. Communicating systems use
well-defined formats (protocol) for exchanging messages. Each message has
an exact meaning intended to elicit a response from a range of possible
responses pre-determined for that particular situation. Thus, a protocol must
define the syntax, semantics, and synchronization of communication; the
specified behavior is typically independent of how it is to be implemented. A
protocol can therefore be implemented as hardware, software, or both.
Communication protocols have to be agreed upon by the parties involved. To
reach agreement, a protocol may be developed into a technical standard. A
programming language describes the same for computations, so there is a
close analogy between protocols and programming languages: protocols are
to communications as programming languages are to computations.

Messages are sent and received on communicating systems to establish
communications. Protocols should therefore specify rules governing the
transmission. In general, much of the following should be addressed:

• Data formats for data exchange: Digital message bitstrings are
exchanged. The bitstrings are divided in fields and each field carries
information relevant to the protocol. Conceptually the bitstring is divided
into two parts called the header area and the data area. The actual
message is stored in the data area, so the header area contains the fields
with more relevance to the protocol. Bitstrings longer than the Maximum
Transmission Unit (MTU) are divided in pieces of appropriate size.

• Address formats for data exchange: Addresses are used to identify both
the sender and the intended receiver(s). The addresses are stored in the
header area of the bitstrings, allowing the receivers to determine whether
the bit strings

are intended for themselves and should be processed or should be ignored.
A connection between a sender and a receiver can be identified using an
address pair (sender address, receiver address). Usually some address
values have special meanings. An all-1s address could be taken to mean
an addressing of all stations on the network, so sending to this address
would result in a broadcast on the local network. The rules describing the
meanings of the address value are collectively called an addressing scheme.
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• Address mapping: Sometimes protocols need to map addresses of one
scheme on addresses of another scheme. For instance, to translate a logical
IP address specified by the application to an Ethernet hardware address.
This is referred to as address mapping.

• Routing: When systems are not directly connected, intermediary systems
along the route to the intended receiver(s) need to forward messages on
behalf of the sender. On the Internet, the networks are connected using
routers. This way of connecting networks is called internetworking.
Detection of transmission errors is necessary on networks which cannot
guarantee error-free operation. In a common approach, CRCs of the data
area are added to the end of packets, making it possible for the receiver to
detect differences caused by errors. The receiver rejects the packets on CRC
differences and arranges somehow for retransmission.

• Acknowledgements of correct reception of packets: It is required for
connection-oriented communication. Acknowledgements are sent from
receivers back to their respective senders.

• Loss of information - timeouts and retries: Packets may be lost on the
network or suffer from long delays. To cope with this, under some protocols,
a sender may expect an acknowledgement of correct reception from the
receiver within a certain amount of time. On timeouts, the sender must
assume the packet was not received and retransmit it. In case of a
permanently broken link, the retransmission has no effect so the number
of retransmissions is limited. Exceeding the retry limit is considered an
error.
Direction of information flow needs to be addressed if transmissions can
only occur in one direction at a time as on half-duplex links. This is known
as Media Access Control. Arrangements have to be made to accommodate
the case when two parties want to gain control at the same time.

• Sequence control: We have seen that long bitstrings are divided in pieces,
and then sent on the network individually. The pieces may get lost or
delayed or take different routes to their destination on some types of
networks. As a result pieces may arrive out of sequence. Retransmissions
can result in duplicate pieces. By marking the pieces with sequence
information at the sender, the receiver can determine what was lost or
duplicated, ask for necessary retransmissions and reassemble the original
message. Flow control is needed when the sender transmits faster than the
receiver or intermediate network equipment can process the transmissions.
Flow control can be implemented by messaging from receiver to sender.

Getting the data across a network is only part of the problem for a protocol.
The data received has to be evaluated in the context of the progress of the
conversation, so a protocol has to specify rules describing the context. These
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kind of rules are said to express the syntax of the communications. Other
rules determine whether the data is meaningful for the context in which the
exchange takes place. These kind of rules are said to express the semantics
of the communications.
6.4 Topology
LANs are classified depending on the topology, access methods, signalling
methods, transmission medium and transmission mode.

The control of the network is of two types, viz., centralized and
distributed. With centralized control, access to the network and allocation
of channel is controlled by one node, such as a dedicated communications
processor or switch. When control is distributed, nodes have the ability to
establish connections and access the network channel independently,
according to an accepted set of rules.
Types of Network Topology
Network Topology is the schematic description of a network arrangement,
connecting various nodes(sender and receiver) through lines of connection.
BUS Topology
Bus topology is a network type in where every computer and network device
is connected to single cable.

Features of Bus Topology
1. It transmits data only in one direction.
2. Every device is connected to a single cable

Advantages of Bus Topology
1. It is cost effective.
2. Cable required is least compared to other network topology.
3. Used in small networks.
4. It is easy to understand.
5. Easy to expand joining two cables together.
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Disadvantages of Bus Topology
1. Cables fails then whole network fails.
2. If network traffic is heavy or nodes are more the performance of the

network decreases.
3. Cable has a limited length.
4. It is slower than the ring topology.

RING Topology
It is called ring topology because it forms a ring as each computer is connected
to another computer, with the last one connected to the first. Exactly two
neighbours for each device.

Features of Ring Topology
1. A number of repeaters are used and the transmission is

unidirectional.
2. Date is transferred in a sequential manner that is bit by bit.

Advantages of Ring Topology
1. Transmitting network is not affected by high traffic or by adding

more nodes, as only the nodes having tokens can transmit data.
2. Cheap to install and expand

Disadvantages of Ring Topology
1. Troubleshooting is difficult in ring topology.
2. Adding or deleting the computers disturbs the network activity.
3. Failure of one computer disturbs the whole network.

STAR Topology
In this type of topology all the computers are connected to a single hub
through a cable. This hub is the central node and all others nodes are
connected to the central node.
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Features of Star Topology
1. Every node has its own dedicated connection to the hub.
2. Acts as a repeater for data flow.
3. Can be used with twisted pair, Optical Fibre or coaxial cable.

Advantages of Star Topology
1. Fast performance with few nodes and low network traffic.
2. Hub can be upgraded easily.
3. Easy to troubleshoot.
4. Easy to setup and modify.
5. Only that node is affected which has failed rest of the nodes can

work smoothly.
Disadvantages of Star Topology

1. Cost of installation is high.
2. Expensive to use.
3. If the hub is affected then the whole network is stopped because

all the nodes depend on the hub.
4. Performance is based on the hub that is it depends on its capacity

MESH Topology
It is a point-to-point connection to other nodes or devices. Traffic is carried
only between two devices or nodes to which it is connected. Mesh has n (n-
2)/2 physical channels to link hn devices.
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Types of Mesh Topology
1. Partial Mesh Topology : In this topology some of the systems are

connected in the same fashion as mesh topology but some devices are
only connected to two or three devices.

2. Full Mesh Topology : Each and every nodes or devices are connected
to each other.

Features of Mesh Topology
1. Fully connected.
2. Robust.
3. Not flexible.

Advantages of Mesh Topology
1. Each connection can carry its own data load.
2. It is robust.
3. Fault is diagnosed easily.
4. Provides security and privacy.

Disadvantages of Mesh Topology
1. Installation and configuration is difficult.
2. Cabling cost is more.
3. Bulk wiring is required.

TREE Topology
It has a root node and all other nodes are connected to it forming a hierarchy.
It is also called hierarchical topology. It should at least have three levels to
the hierarchy.

Features of Tree Topology
1. Ideal if workstations are located in groups.
2. Used in Wide Area Network.

Advantages of Tree Topology
1. Extension of bus and star topologies.
2. Expansion of nodes is possible and easy.
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3. Easily managed and maintained.
4. Error detection is easily done.

Disadvantages of Tree Topology
1. Heavily cabled.
2. Costly.
3. If more nodes are added maintenance is difficult.
4. Central hub fails, network fails.

HYBRID Topology
It is two different types of topologies which is a mixture of two or more
topologies. For example if in an office in one department ring topology is used
and in another star topology is used, connecting these topologies will result
in Hybrid Topology (ring topology and star topology).
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Features of Hybrid Topology
1. It is a combination of two or topologies
2. Inherits the advantages and disadvantages of the topologies included

Advantages of Hybrid Topology
1. Reliable as Error detecting and trouble shooting is easy.
2. Effective.
3. Scalable as size can be increased easily.
4. Flexible.

Disadvantages of Hybrid Topology
1. Complex in design.
2. Costly.

6.5 Switching Networks
Switching includes ‘plug and play’ element. It determines Ethernet addresses
which are used on each segment and creates a table of signal packets. This
feature connects different network types together just like Ethernet and fast
Ethernet of the same types. The main advantage of switching is that there
are no protocol issues with switching. Nowadays, a fibre optic switch is used
in switching technology because it allows harnessing of all available
bandwidth. Use of an optical switch allows users on a network to send more
information. It also provides huge advantage as immunity to EMI (Electro
Magnetic Interference) disturbance and lighting strike which assures network
security.

Switching provides gigabit speeds and several management options.
Basic management includes as follows:

• General: Switching manages location, system name, reboot on error,
statistics collection, Telnet login, and so on.

• LAN Port: Switching configures speed and flow control, link type and
physical address, to change configuration on each port.

• Console: Switching at this stage changes flow control method, baud rate,
modern control, set-up string, enable or disable SLIP (Serial Line
Internet Protocol), configure SLIP, SLIP subnet masking.
In switching, file transfer packets allow you to identify the port which

is up and the port which is down. The bandwidth option is increased through
the trunk technique. Basically, it is the process of hooking one switch to
another in full duplex.
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Fig. 6.11  Switch Network
Figure 6.11 shows that in a switched network, a network switch which

is also called Ethernet switching, is used in segmenting to reduce network
loading. It blocks some data from branches of the network which basically
do not require the data.

Advance switching includes many tasks for setting up networking design
including the following:

• L2 Switching Database
• L3 IP Networking
• Bridging
• Static Filtering
• Spanning Tree
• SNMP(Simple Network Management Protocol)
• Port Trunking
• Port Mirroring

Non-Switching Options
Non-switching option is used by small organizations. The computer network
consists of only one segment to which all workstation computers are
connected by a network hub.

Figure 6.12 shows how a segment is connected over a network by non-
switching options to access router/gateway/firewall device. The TrafMeter is
connected to a hub carrying all traffic to and from the next gateway for non-
switching network configurations.
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Fig. 6.12  Simple Network Configuration
In a non-switched network environment, the network segment concept

is followed. Segment is a network architecture in which router, bridge and
hub are directly addressable from each node. The main advantage is that
frames are handled in a broadcast manner. Each node examines the frame
to see if it is addressed to them. Take a look at the Figure 6.13.

Fig. 6.13  Pluggable Thermal Circuit Breaker used in Non-Switching Set-Up
Figure 6.14 shows how non-switched network works. Here, Node B is

designed as the host which is used as a sniffing agent. Nodes A and C
represent the innocent who try to communicate with each other. The normal
flow of traffic in a non-switched network is as follows:

• Node A transmits a frame to node C.
• The hub broadcasts the frame to each active port.
• Node B receives the frame and examines the address in the frame after

determining that it is not a host. So, it discards the frame.
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• Node C also receives the frames and examines the address. If it is the

intended host, the further frame process is done in the same way.
• Then, network frames are passed to other hosts as well as higher

network layers where it is processed step-by-step.

Fig. 6.14  Non- Switching Set-Up

6.6 Network Models
A network is designed to provide reliable transmission of packets from one
end of the network to other remote parts of the network. A network consists
of several components including the hardware and software devices. However,
a simplified network model may be considered as having switching nodes and
source and destination ends. At the source end of the switching nodes,
packets of different messages reach at the switching node at different times
and they are queued up according to their time of arrival at the switching
node. After their traversal through the network, it becomes the responsibility
of the switching node at the destination end to put back all packets of the
same message in sequence to reconstruct the original message. Figure 6.15
shows a simplified network model.

Fig. 6.15  Simplified Network Model
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6.6.1Classification of Networks: LAN, MAN, WAN and the Internet
Computers are connected by many different technologies. An interconnection
between more than one computer, over a virtual and shared connection, in
a client-to-server or peer-to-peer manner is called a network. That is to say,
so that the flow of information is accommodated, computer resources are
connected using networks. This is just the opposite of the old terminal-to-
host hardwired connection. Although a network can support terminal-to-host
connections through terminal emulators or a terminal server, it offers a lot
more flexibility in switching connections. The disadvantage of this explosion
in terms of sharing information arises when one computer wishes to share
its information system with another which has different network protocols
and different network technology. As a result, even if you could agree on a
type of network technology to physically interconnect the two computers at
different locations, your applications still would not be able to communicate
with each other because of the different protocols.

A very basic question arises about the requirement of networks. This may
be justified with the help of the following points:

• Sharing of resources can be easily done.
• Reliability: There is no central computer, so if one breaks down you can

use others.
• Networks allow you to be mobile.

The term networking applies to:
• The exchange of information among institutions, groups or individuals.
• The process of data communications or electronic voice.

Communication networks are broadly categorized into three categories
as follows:
Local Area  Network
The Local Area Network (LAN) technology connects machines and people
within a site. LAN is a network that is restricted to a relatively small area as
shown in Figure 6.16. LANs can be defined as privately-owned networks
offering reliable high speed communication channels that are optimized to
connect information processing equipment in a small and restricted
geographical area, namely, an office, a building, a complex of buildings, a
school or a campus.

A LAN is a form of local (limited-distance), shared packet network for
computer communications. LANs interconnect peripherals and computers
over a common medium so that users are able to share access to peripherals,
files, databases, applications and host computers. They can also provide a
connection to other networks either through a computer, which is attached
to both networks, or through a dedicated device called a gateway.
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Fig. 6.16  Local Area Network (LAN)
The components used by LANs can be categorized into hardware, cabling

protocols and standards. Various LAN protocols are Ethernet, Token Ring:
Asynchronous Transfer Mode (ATM), NetBIOS and NetBeui, TCP/IP, Fibre
Distributed Data Interchange (FDDI), SMB and IPX/SPX.
Metropolitan Area  Network
Such large geographic areas as districts, towns and cities are covered by a
Metropolitan Area Network (MAN). By linking or interconnecting smaller
networks within a large geographic area, information is conveniently
distributed throughout the network. Local libraries and government agencies
often use a MAN to establish a link with private industries and citizens. It
may also connect MANs together within a larger area than a LAN. The
geographical limit of a MAN may span a city. Figure 6.17 depicts how a MAN
may be available within a city.

Fig. 6.17  Metropolitan Area Network (MAN)
In a MAN, different LANs are connected through a local telephone exchange.
Some of the widely used protocols for MAN are ATM RS-232, OC-3 lines X.25,
Asymmetrical Digital Subscriber Line (ADSL), Frame Relay, Integrated
Services Digital Network (ISDN) and (155 Mbps), etc. These protocols are quite
different from those used for LANs.
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Wide Area Network
This technology connects sites that are in diverse locations. Wide Area
Networks (WANs) connect such large geographic areas, as the world, India
or New Delhi. There is no geographical limit of WAN. This kind of network
can be connected by using satellite uplinks or dedicated transoceanic. Hence,
a WAN may be defined as a data communications network covering a
relatively broad geographical area to connect LANs together between different
cities with the help of transmission facilities provided by common carriers,
such as telephone companies. WAN technologies operate at the lower three
layers of the OSI reference model. These are the physical data link and
network layers.
Figure 6.18 explains the WAN, which connects many LAN together. It also
uses switching technology provided by local exchange and long distance
carrier.

Fig. 6.18  Wide Area Network (WAN)
Packet switching technologies, such as Frame Relay, SMDS, ATM and X.25
are used to implement WAN along with statistical multiplexing to allow
devices to use and share these circuits.
6.7 OSI Reference Model
Computers in the early networks could typically communicate only with
computers from the same manufacturer. For example, not possible to run
both IBM solution and DECnet solution simultaneously. These could only
be run one at a time. At the end of the 1970s, the Open System
Interconnection (OSI) model was developed by the International Organization
for Standardization (ISO) to break this barrier. The OSI model was designed
to help the vendors create the standard network devices and is considered
the primary architectural model for networks. It tends to describe the manner
in which network and data information are communicated through the
network media between applications of two computers. The OSI reference
model breaks this approach into layers.

ISO developed the OSI model to help facilitate data transfer between
network nodes. It is a conceptual blueprint of how communication should
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take place and addresses all the processes required for effective
communication and divides these processes into logical groupings called
layers. The concept of the OSI model is to separate networking operations
into distinct levels in which each layer is responsible for performing a specific
task or set of tasks, in addition to dealing with the layers above and below
it. The OSI specifications attempt to assist the data transfer between disparate
hosts, for example, data can be transferred between a UNIX host and a PC.
OSI specifies a seven-layer model. In addition to forming the basis of the
ongoing development of OSI’s own protocols, it is used by the industry as
the frame of reference when describing protocol architectures and functional
characteristics. The ISO, in an effort to encourage open networks, developed
an open systems interconnect reference model. The model logically groups
the functions and sets rules, called protocols, necessary to establish and
conduct communication between two or more parties. The model consists of
seven functions, often referred to as seven conceptual layers, each assigned
a ranking number from one to seven as shown in Figure 6.19.

Fig. 6.19  The OSI Model
The first and lowest layer is called the physical layer, supporting rules

for low-level signalling and hardware implementation. The seventh and
highest layer is the application layer, dealing with user interface and
applications. In moving from Layer 1 to Layer 7, the level of abstraction
increases. This means, if the level of a layer is higher in the stack, it deals
more with logical concepts and software, and less with the hardware of a
network. The first layer deals with the actual hardware of networks and the
specific methods of sending bits from one device to another. The second layer
also deals with signalling and hardware. The remaining layers from three to
seven are increasingly abstract in nature. The last three layers are mainly
concerned with the organization of terminal software and are not directly the
concern of communications engineers. The transport layer is the one, which
links the communication processes to this software-oriented protocol. The
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transmitting device uses the top layer, at which point the data is placed into
a packet, prepended by a header. The data and header, known collectively
as a Protocol Data Unit (PDU), are handled by each successively lower layer
as the data works its way across the network to the receiving node. At the
receiving node, the data works its way up the layered model, successively
higher layers strip off the header information. The seventh layer does not
deal with hardware or even operating system concepts very much.

OSI is a set of guidelines for application developers to create and
implement applications for computer networks. It thus provides a framework
for creating and implementing networking standards, devices and
internetworking schemes. The basic philosophy of the seven-layer model is
that each layer may be defined independently of every other layer. Thus, from
the user’s point of view, interchange takes effect across each operation and
passes down through the layers of the model until data interchange is affected
through the physical connection. The underlying principles and guidelines
that were applied to arrive at the seven layers are given as follows:

1. Layers are created at different levels of abstraction.
2. Each layer is assigned to perform well-defined functions.
3. The function of each layer is based on internationally standardized

protocols.
4. Layer boundaries are chosen to minimize the information flow across

the interfaces.
5. The number of layers is kept large enough so that distinct functions

have different layers. They are also kept small enough so that the
architecture does not become unwieldy.

6.7.1 Layer Groupings
The seven layers of the OSI Model are categorized into two-layer groupings.
The lower layers are Layers 1, 2, 3, and 4 and the upper layers are Layers
5, 6 and 7. The physical, data link, network and transport layers, which are
the lower layers of the OSI model primarily deal with the formatting,
encoding and transmission of data over the network without caring to know
much about the data, its usage, etc. They define how data is transferred
through a physical wire or through switches and routers and how to rebuild
a data stream from a transmitting host to a destination host’s application.
The lower layers are implemented using both hardware and software with
the incidence of hardware reducing to software from Layer 1 to Layer 4.

The top three layers define the way the applications within the end
stations will communicate with each other and with users while the bottom
four layers define how data is transmitted end-to-end. The higher layers of
the model—the session, presentation and application layers primarily deal
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with user interface and implement the applications that run over the network
irrespective of knowing how data is delivered from one place to another by
the low-level layers. These layers are almost always implemented using
software running on a computer or other hardware devices like routers,
gateways, etc. The application layer along with other upper layers provides
the user interface and applications communicating between hosts. The upper
layers are not expected to know anything about networking or network
addresses. The bottom four layers take the responsibility of networking and
network addresses. Figure 6.20 shows the two groups of OSI layers.

Upper 3 Layers Bottom 4 Layers
Application Transport
Presentation Network
Session Data link

Physical
Fig. 6.20 Upper and Bottom Layers

Some layers, like data and physical layers, are further divided into
sublayers. These sublayers precisely define the internal details of technologies
and protocols at those layers. Some OSI layers are related to each other. The
data and physical link layers are considered closely related, and so are the
network and transport layers, within the lower-level grouping. In case of the
upper layers, the line dividing each layer from the other is so blurred that
many technologies implement two or even all three of these layers.
6.7.2 Key Concepts of OSI Models
In this section, we will discuss the various concepts related to OSI models.

• OSI Interfaces: The OSI interface is a process of communication between
adjacent layers in which data is passed between layer N of the model
and layer N-1 or layer N+1. The layer 3/4 interface is used by a Layer
3 and Layer 4 protocol to pass control and data information.

• Vertical Communication: This refers to communication up and down
the protocol stack every time any data is sent or received across the
network. This is because there exits only logical connections between
corresponding layers of the OSI models of hosts machines, not actual
physical connections. At the sending end, data passes through the
higher layer to the physical layer so that it may be transmitted across
the network to the receiving end. At the receiving end, the process is
reversed so that the data can travel back up to the higher layers of the
receiving device and to the user interface.

• Modularity and Inter-Layer Interactions: The OSI model supports the
interconnection of different implementations of various autonomous
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layers. This is done through interfaces in which each layer should
provide a consistent, well-documented interface to the layers above it
so that any upper layer implementation can use the lower layer
properly.

• Protocols: These are sets of agreed rules, procedures, instructions and/
or functions describing one type of communication between specific
software and hardware elements running at the same layer on different
machines within a network. They have their own language. Some of them
are similar to each other while others are quite unique.

• Horizontal Communication: Each layer in the OSI model has been
assigned a set of tasks for which it is responsible and these tasks
usually come under protocols defined for that particular layer.
Horizontal communication defines that a process running at a
particular layer on one host machine can accomplish logical
communication with a similar process running at the same layer on
another host machine. As both the host machines are only physically
connected at the physical layer, therefore the data on the sending host
machine needs to pass down through the layers between the higher
layers to the physical layer. Thereafter, the data is transmitted through
the transmission media to the physical layer of the other host machine
and pushed up to the similar layer of the receiving host machine. In
this manner, the two communicating hosts are logically connected at
that particular layer.
For example, a protocol running at Layer 6 in the sending host machine

passes down to Layer 1 of the same machine and is then transmitted over
the transmission media to the Layer 1 of the receiving host machine. It is
then pushed up to Layer 6 of the receiving host machine where a logical
connection is established between Layer 6 of the sending host machine and
Layer 6 of the receiving host machine. Thus, a protocol running at a particular
layer in a host machine establishes a logical connection with a similar layer
in another host machine. In fact, they have no physical connection at that
layer. This is the horizontal connection that enables a protocol at a particular
layer to perform its assigned job by creating a logical communication with
the corresponding layer at the other side of the communicating host machine.
However, the horizontal communication between similar layers also requires
vertical communication, except in case of communication between Layers 6
and 1. The interface between layers and vertical and horizontal
communicators between layers is shown in the Figure 6.21.
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Fig. 6.21 The Interface between Layers and Vertical and Horizontal Communications between Layers
Protocol Data Units (PDUs): Protocols describe the rules to control horizontal
communication for exchanging data between processes running at
corresponding layers within the OSI model. Except Layer 1, all layers include
their data in the message that is exchanged between corresponding software
elements on two or more than two devices in the network. This additional
data appended at each layer, except Layer 1, is mechanism for
communicating information between protocols and is known as PDUs or
Protocol Data Units. Each PDU is specified by a specific format that
implements the requirements and features of the protocol.
Service Data Units (SDUs): The communication between corresponding layers
except Layer 1 is logical communication. Here, a protocol communicates by
passing down its PDU to the next lower layer for transmission. On the other
hand, the lower layers provide services to the layers immediately above them.
One example of such a service is to manage and handle data received from
the layer above. A PDU is considered in itself as a complete message at a
particular layer, say N. When this layer N PDU is passed down to layer N-1,
it becomes the data for the layer N-1 and the protocol for layer N-1 is expected
to provide service. Thus, the layer N PDU becomes the Service Data Unit
(SDU) for the layer N-1. Sometimes, SDU is also called or the message body
or payload.
Data Encapsulation: N PDU, when transported to the N-1 layer, becomes N
SDU for the N-1 layer. The layer N-1 transports N SDU to the next lower layer
by placing the layer N SDU into its own PDU format. This process is known
as data encapsulation in which the entire message including SDUs of higher
layers are encapsulated as the data payload of the message at the lower layer.
This process continues till the message reaches the physical layer.
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6.7.3 Layers in OSI Model
The OSI reference model has the following seven layers:

1. Application layer 5. Network layer
2. Presentation layer 6. Data link layer
3. Session layer 7. Physical layer
4. Transport layer

Their functions are given as below:
Layers Functions

7 Application It aims to provide a user interface like file, print, message, database, and
application services.

6 Presentation It provides rules to present data, handle processing like encryption,
compression and translation services.

5 Session It aims to keep different applications data separately and provides dialog
control.

4 Transport It  provides  reliable  or  unreliable  delivery  and  performs  error correction
before retransmit. It is also responsible for end-to-end connection.

3 Network It is responsible for providing logical addressing which routers use for
path determination and routing.

2 Data link It tends to assemble packets into bytes and bytes into frames and provides
access to media using MAC address.

1 Physical It moves bits between devices using media.
Physical Layer (Layer 1)
Layer 1 of the OSI model is a physical layer and it supports serialization of
the frame in which the frames are converted into a series of bits so that they
may be transmitted across a transmission media to the destination or towards
destination through an intermediate system. A number of transmission media
exist. Some of the popular transmission media are: open wire circuits, twisted
pair cables, coaxial cables, fibre optic cables, wireless, etc. The physical layer
specifies the representation of each bit as a voltage, current, phase or
frequency. It basically uses four types of bit signalling approaches. They are
RZ (Return to Zero) using pulse signalling, NRZ (Non Return to Zero)
transmission using level signalling and Manchester encoding using phase
signalling. The series of bits are reassembled at the receiving end to form a
frame, which is forwarded to the data link layer for further processing. This
is performed with the help of a clock to generate bit-timing signal. The timing
signal identifies the boundaries between the bits. Asynchronous
communication and synchronous communication are two types of systems
used to provide timing signal.

Briefly, the physical layer describes the physical media or
communication channel over which the bit stream is to be transmitted with
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the objective that when the sending side sends 1 bit, it is received by the
receiving side as 1 bit, not as 0 bit. Hence, it defines the electrical and
mechanical aspects of interfacing to a physical medium for transmitting data,
as well as setting up, maintaining, and disconnecting physical links. It is
primarily concerned with moving bits from one node to the next over the
physical link. The issues concerned with the physical layer involve amplitude
of the pulses to define 1 and 0 level, width of the pulse in microseconds, types
and mode of communication, establishment and breaking of connections at
the time of communication, types of connectors, etc. Basically, the physical
layer transforms bits in a computer system into electromagnetic signals for
a particular transmission medium like wire, fibre, etc. The physical layer
functions are as follows:

• Describing Hardware Specifications: It includes specifications of cables,
connectors, radio transceivers, network interface cards, etc.

• Encoding and Signalling: The physical layer supports various encoding
and signalling functions to convert data, from bit stream to frame and
vice versa, to send across the network.

• Data Transmission and Reception: It is responsible for transmitting and
receiving data over the physical media.
The physical layer accepts data from the Data Link layer in bit streams

for the subsequent transmission over the physical medium. At this layer, the
mechanical (connector type), electrical (voltage levels), functional (ping
assignments), and procedural (handshake) characteristics are defined. RS-
232C/D is an example of a physical layer definition.
Data Link Layer (Layer 2)
The data link layer is Layer 2 of the OSI model and provides functional and
procedural means to exchange data between network entities. The set of
devices functioning at the data link layer simply supports the functionalities
of networking instead of internetworking. Sometimes, the data link layer is
also known as the link layer because it provides links to many wireless and
wired Local Area Networking (LAN) technologies like Ethernet, FDDI, IEEE
802.11, etc., to function. It tends to correct transmission errors and support
the deactivation, maintenance and activation of data link connections. It also
groups bits into message frames and characters, and provides character and
flow control, frame synchronization, media access control and error control.
Some of the examples of data link layers are HDLC and Ethernet.

It takes the bits received by the physical layers; detects error; ensures
that messages are delivered to the proper devices; and translates messages
from the network layer into bits for the physical layer to transmit. The data
link layer transforms a stream of raw bits (0s and 1s) into a data frame and
provides an error-free transfer from one host to another and allows the layers
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above it to assume virtually error-free transmission. This establishes an error-
free communication path between network nodes over the physical channel,
frames messages for transmission, checks the integrity of received messages,
manages access to and use of the channel and ensures proper sequence of
transmitted data. Hence, this layer is responsible for the reliable transfer of
data across the physical link. Its responsibilities include functions, such as
data flow control, breaking the input data, frame formatting, and
transmission of the frames sequentially, error detection, and link
management, etc. In order to provide a reliable service, it also offers processing
of the acknowledgement frames, retransmitting of lost or damaged frames,
etc. The data link layer is conceptually subdivided into the Logical Link
Control and Medium Access Control (MAC) sublayers to deal with the access
control over the shared channel in broadcast networks. The key functions of
the data link layer are summarized as follows:

• Logical Link Control (LLC): LLC refers to one of the sublayers of the
data link layer and deals with the functions that enable control and
establishment of logical links between local devices on a computer
network. LLC has also been given the responsibility to provide services
to the network layer above it and hides the rest of the details of the data
link layer to allow different technologies to work seamlessly with the
higher layers. Most of the local area networking technologies use the
IEEE 802.2 LLC protocol.

• Media Access Control (MAC): MAC refers to one of the sublayers of the
data link layer and specifies the procedures used by devices to control
access to the network medium. Its role is to control and manage the
medium to avoid conflicts because the design of a computer network is
based on the shared medium that may be composed of a single network
cable or a series of cables that are electrically connected to a single
virtual medium. Some of the examples of MAC are CSMA/CD for
Ethernet and token passing for the Token Ring network.

• Data Framing: Messages of higher layer are encapsulated at this layer
into frames so that they may be sent across the network at the physical
layer.

• Addressing: The data link layer also deals with the issue of addressing
which is popularly known as hardware address or MAC address in which
the information is labelled with a particular destination location. Each
device on a network is provided with a unique number called a hardware
address or MAC address, which is used by the data link layer protocol
to ensure that the data intended for a specific machine gets to it properly.

• Error Detection and Handling: The data link layer also deals with errors
that occur at the lower levels of the network stack. For example, a Cyclic
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Redundancy Check (CRC) field is often used to allow the host receiving
data to detect if it was received correctly.

Network Layer (Layer 3)
If the data link layer intends to define specifications for the computer
networking network, then it is the network layer that specifies how
internetworks (Internet) function. The network layer is the first layer in the
OSI model that deals with the actual obtaining of data from computers even
if they are on a remote network. While the data link layer is only concerned
with devices that are situated on the same network or local to each other.
The key functions of the network layer are as follows:

• Logical Addressing: The devices communicating across a network have
logical addresses which are known as layer three addresses. Internet
Protocol
(IP) is an example of Layer 3 addressing. Unlike, data link addressing
that deals only with local physical devices, the logical addresses at Layer
3 are independent of particular hardware and unique across an entire
internetwork.

• Routing: It is the key function of Layer 3 in which data is routed across
interconnected networks to deliver finally at the host destination. This
is accomplished with the help of devices like routers and software
routines that function at the network layer to handle incoming packets
from various sources and determine routes for their final destination so
that they could be delivered reliably there.

• Datagram Encapsulation: The network layer functions to encapsulate
messages received from higher layers by placing them into datagrams
with a network layer header. Datagrams are also referred to as packets.

• Fragmentation and Reassembly: The network layer passes down
messages to the data link layer for transmission through the physical
layer over the transmission media to other networks or the local network.
The network layer also splits large packets into smaller packets according
to the limits imposed on the length of the packet by the data link layer.
This process is called fragmentation. Thus, the fragmented pieces are
put together at the network layer of the destination machine. This
process is called the reassembly of packets.
The function of the network layer may be summarized as follows: The

main role of the network layer is to accept packets from a source and deliver
them to a destination machine. The network layer provides services that
should be independent of the router technology. It shields the transport layer
from the router network details and facilitates consistent network addressing-
across networks. Services of the network layer are available in connection
oriented and connectionless modes. Connection-oriented services are useful
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only when the user wants to send a constant stream of data down the line.
The routing algorithms that require selection of a path or route from many
possible routes in the network are part of the router software. The network
layer comprises of software that addresses the PDUs and transports them to
the ultimate destination, setting up the appropriate paths between the various
nodes. The network layer provides routing based on network addressing, and
thus it is responsible for transporting traffic between devices that are not
locally attached. If a packet is received on a router interface, the destination
IP address is examined. When the packet is not destined for the router, the
router will look up in the routing table for the destination network address.
When an interface exists, the packet will be sent to the interface so that it
can be sent out on the local network. When the entry for the destination
network is not found in the routing table, the router drops the packet.
Therefore, the main objective of this layer is to control the operation of the
subnet. It is the layer, which provides Internet Protocol (IP) to use it. It is
mainly responsible for providing routing services from the source to the
destination across the Internet. In doing so, it allows internetworking among
heterogeneous networks using different addressing, lengths of packet,
protocols, etc. The routing may be static or dynamic. The network layer also
plays an important role in congestion control. It uses connection-oriented or
connectionless services for delivering packets across the network.

It also shields the above layers from details about the underlying network
(the network topology and road map) and the routing technology that might
have been deployed to connect different networks together. In addition to
routing, this layer is responsible for establishing and maintaining the
connection. In broadcast networks, the routing problem is simple, so the
network layer is often thin or even nonexistent. The next three layers are
task-oriented and are concerned with the operations performed by the user
rather than with the network.
Transport Layer (Layer 4)
The basic role of the transport layer is to transport data but involves high-
level functions as compared to the same functions delivered by the lower
layers. The Layers 1, 2 and 3 primarily deal with the packaging, addressing,
routing and delivery of data; and the Layer 4 acts as an interface between
the applications at the higher layers and the functions of Layers 1 to 3. Thus,
the transport layer provides the necessary functions to enable communication
between software application processes on different computers.

The transport layer accepts data from the session layer and splits it up
into smaller units so that it can be passed to the network layer; and ensures
that the all pieces arrive correctly at the other end. Thus, this layer
guarantees the orderly and reliable delivery of data between end systems after
accepting data from the session layer. Data is accepted from the session layer
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and split up into smaller units, if needed. The session layer passes the data
to the network layer and ensures that the packets arrive correctly at the
receiving side. The transport layer establishes a distinct network connection
for each transport connection required by the session layer. Basically, it
performs connection management based upon throughput conditions. In
normal condition, one network connection corresponds to multiple transport
connections. In high throughput condition, one transport connection
corresponds to multiple network connections. The most popular protocol suite
TCP/IP uses this layer. The transport layer also performs additional functions,
such as data multiplexing and de-multiplexing. This layer divides up a
transmitting message into packets and reassembles it at the receiving end.
Service offered at this layer includes an error-free point-to-point channel to
deliver messages in the order in which they were sent. The transport layer
is a true source-to-destination or end-to-end layer. Flow control between
hosts is also needed but is different from the flow control between routers
(similar principles will apply to both). Some important functions of the
transport layer are as follows:

• Process-Level Addressing: Like Layers 2 and 3, the transport layer also
deals with the addressing issue but quite differently in which it is used
to differentiate between software programs or different applications. This
function of the transport layer enables many different software programs
or applications to use a network layer protocol simultaneously.

• Multiplexing and Demultiplexing: It enables a sending device to
multiplex the data received from many application programs for
transport, and demultiplex the data received while acting as the receiving
side.

• Segmentation, Packaging and Reassembly: According to the specified
limit on the length of the data packet at the network layer, the transport
layer (like network layer) segments the large amounts of data into
smaller pieces on the source machine to transmit across the network
and then reassemble them on the destination machine.

• Connection Establishment, Management and Termination: The
connection-oriented protocols at the transport layer establish a
connection, maintain it as data is sent over it and then terminate the
connection when it is no longer required for the series of
communications.

• Acknowledgments and Retransmissions: The transport layer ensures
guaranteed delivery of data reliably which is accomplished by using a
variety of techniques, most commonly the combination of
acknowledgments and retransmission of data if data is not delivered
successfully.
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• Flow Control: It refers to the process of specifying that the data rate of
the sending device should not be prohibitively excessive so that the
receiver could be saved from being bogged down with data. In other
words, this function manages mismatches in speed between the sender
and the receiver.

Session Layer (Layer 5)
The session layer is the lowest of the three upper layers and deals mainly
with software application issues only. It helps enable devices to establish and
manage sessions. Primarily, a session is a persistent logical linking of two
software application processes to exchange data over a specified period of time.
The session layer is responsible for establishing, maintaining, and arbitrating
the dialogs between communicating applications. It also provides enhanced
services useful in some applications, for example, remote login, remote file
transfer, etc. It is also responsible for orderly recovery from failures by
implementing appropriate checkpointing mechanisms. The applications on
either side of the session can exchange data or send packets to another for
as long as the session lasts. The session layer handles session setup, message
exchanges and it terminates when the session ends. It also coordinates and
monitors session identification so that only designated parties can participate.
It also provides security services to control access to session information. The
session layer allows hosts to establish session between them in which
ordinary data transport is allowed. The session layer also manages dialogue
control.

Establish, Manage and Terminate Sessions: The primary task of session
layer protocols is to provide the necessary ways to establish, manage and
terminate sessions. These session layer protocols are usually provided to
higher layer protocols through command sets often known as the application
program interfaces or APIs.
Some of the common examples of APIs are NetBIOS, TCP/IP sockets, Remote
Procedure Calls (RPCs), etc. The APIs enable an application to complete
specified high-level communications over the network successfully and easily
with the help of a standardized set of services.
Presentation Layer (Layer 6)
The presentation layer is concerned with the presentation of data where it
supports any special processing on the data from the time an application
attempts to send it till the time it is sent over the network. Thus, it is
responsible for any issues that may arise where data sent from one system
needs to be viewed in a different way by the other system. The presentation
layer performs functions related to the syntax and semantics of the
information transmitted. This includes formatting and displaying of received
data by terminals and printers. It is concerned with differences in the data
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syntax used by communicating applications. This layer is responsible for
remedying those differences by resorting to mechanisms that transform the
local syntax (specific to the platform in question) to a common one for the
purpose of data exchange. For example, it performs encoding of data in a
standard, agreed-upon way to facilitate information exchange among
heterogeneous systems using different codes for strings, for example,
conversion between ASCII and EBCDIC character codes. It facilitates data
compression for reducing the number of bits to be transmitted and encrypts
data for privacy and authentication, if necessary. Some of the specific types
of data handling issues that the presentation layer provides are as follows:

• Translation: Different types of computers like PCs, Macintoshes, UNIX
systems, AS/400 servers, etc., in an internetwork have many distinct
characteristics and represent data in different ways. It is the
responsibility of the presentation layer to hide these differences between
different machines for seamless and easy exchange of data between two
hosts working on different machines. The translation function is
sometimes not needed.

• Compression: Compression and decompression are also carried out at
the presentation layer to improve the throughput of data. However, these
functions are optional.

• Encryption: Some types of encryption and decryption are performed at
the presentation layer to ensure the security of the data as it passes
down the protocol stack. These are also optional.
Sometimes, the presentation layer functions are taken care of by the

application layer and the functions like translation, compression/
decompression and encryption/ decryption are not always required. Due to
these facts, the presentation layer is often skipped in actual protocol stack
implementations; and it is possible for Layer 7 to directly talk to layer 5 in
the OSI model.
Application Layer (Layer 7)
The application layer provides support services for user and application tasks
which are programs that actually implement the functions performed by users
to accomplish various tasks over the network. It determines how the user will
use the data network. It allows the user to use the network. For example, it
provides network-based services to the end-user. Examples of network services
are distributed databases, electronic mail, resource sharing, file transfers,
remote file access and network management. This layer defines the nature
of the task to be performed. The application layer provides user interface to
communicate with the computer. It identifies and establishes the availability
of the intended communicating host and determines if sufficient resources
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for the intended communication exist. The application layer provides a variety
of protocols that are commonly needed. Some of the characteristics of the
application layer are to provide an end-user interface for human machine
interface so that the necessary commands may be entered to obtain the
necessary application. Some of the most popular application layer protocols
are HTTP, FTP, SMTP, DHCP, NFS, Telnet, SNMP, POP3, NNTP and IRC.
6.8 TCP/IP Reference Model
The TCP/IP model is considered the oldest protocol of all computer networks
like the ARPANET and its successor, the Internet. It contains two protocols
TCP and IP. TCP stands for Transmission Control Protocol and IP for Internet
Protocol. The OSI reference model encompasses seven layers to support a
functional division of the jobs needed to implement a network. The TCP/IP
protocol suite that came before the OSI reference model is another layered
networking model attempts to divide jobs into layers and components. It was
developed with the objective to specify a suite of protocols capable of providing
transparent communications interoperability services between computers of
all sizes, regardless of the hardware or operating system platforms supporting
them. Over the years, TCP/IP has become the most widespread of protocols.
One reason for TCP/IP’s popularity is the public availability of its protocols’
specifications. In this sense, TCP/IP can justifiably be considered an open
system. Most users rely on TCP/IP for the purpose of file transfers, electronic
mail (e-mail), and remote login services. The TCP/IP model was aimed to
connect multiple networks together in a seamless way even in case of
breakdown of the subnet hardware. They not only provide seamless
communication, but also provide a flexible architecture that should support
applications with divergent requirements, ranging from transferring files to
real-time speech transmission. These objectives could be achieved because
of the inclusion of the research work on packet-switching network to the
ARPANET.
Correspondence Between the OSI and TCP/IP Models
The TCP/IP and the OSI models are quite similar even if they do not exhibit
network functionality in precisely the same way.
TCP/IP Model Layers
The TCP/IP model is composed of four layers which are logically considered
equivalent to the top six layers of the OSI reference model. Figure 6.22 shows
the layers of TCP/ IP and OSI reference models.
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Fig. 6.22  Correspondence between OSI and TCP/IP Models
The TCP/IP model does specify the physical layer because the data link

layer acts as the point at which the interface occurs between the TCP/IP stack
and the underlying networking hardware. Host-to-host interface using TCP
corresponds to the fourth layer of OSI reference model. IP corresponds to the
third layer of the same model. TCP provides a connection type service. That
is, a logical connection must be established prior to communication to
continuously transmit large amount of data with acknowledgement. IP is a
connectionless type service and prior to transmission of data, no logical
connection is needed. TCP/IP defines a suite of communication and
application protocols in layer structure, with each layer handling distinct
communication services. TCP/IP defines a four-layer model consisting of the
Internet layer, the transport layer, the application layer and the network
interface layer. This architecture is based on three sets of interdependent
processes, namely, application-specific processes, host-specific processes and
network-specific processes.
1. Network Interface Layer
This layer is controversial and some people do not consider it as the part of
the TCP/ IP suite because none of the core IP protocols run at this layer.
Therefore, this layer below the Internet layer is not defined and varies from
host to host and network to network. The TCP/IP model suggests that the
host has to connect to the network using some protocol so it can send IP
packets over it. This layer enables the TCP/IP protocols running at higher
layers to get interfaced to the local network. This layer corresponds to the
data link layer of the OSI model and is also sometimes known as the link
layer. The TCP/IP standards like Serial Line Internet Protocol (SLIP) and the
Point-to-Point Protocol (PPP) define protocols for TCP/IP networks for Layer
2 implementation, to fill the gap between the network layer and the physical
layer.
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2. Internet Layer
This layer matches with the network layer of the OSI model and supports
layer three jobs like logical device addressing, data packaging, manipulation
and delivery, routing, etc. The packet format and protocol at this layer is called
Internet Protocol (IP). IP is a connectionless type service that introduces IP
packets into any network. The packets travel independently to the
destination. Prior to transmission of data, no logical connection is needed.
The TCP/IP Internet layer corresponds to the network layer of the OSI
reference model. Other support protocols like ICMP or Internet Control
Message Protocol and the routing protocols, such as RIP, OSFP, BGP, etc.,
are found at this layer.
3. Transport Layer (Host-to-Host)
The transport layer of the TCP/IP model corresponds to the transport layer
of the OSI reference model as shown in Figure 6.22. The primary job of this
layer is to support end-to-end communication over an internetwork. It is
represented by two end-to-end protocols namely, TCP (Transmission Control
Protocol) and UDP (User Datagram Protocol) and therefore allows logical
connections to be made between communicating devices to enable data to
be transmitted either unreliably or reliably. TCP is a reliable connection-
oriented protocol and UDP is an unreliable connectionless protocol.
4. Application Layer
The TCP/IP model was the first of its kind, and therefore, did not contain
session or presentation layers because of its little use to most of the
applications. This layer has all the higher-level protocols, as shown in Figures
6.22. Numerous protocols are found at the application layer. They are
application protocols like HTTP, FTP, SMTP, etc., for providing end-user
services, as well as administrative protocols like SNMP, DHCP, DNS, etc.
6.9 Transmission Media
This section will discuss the types of transmission media over network.
Guided Media
Guided media or wired transmission systems employ physical media which
are tangible. Also known as conducted systems, wired media generally employ
a metallic or glass conductor which serves to conduct a few types of
electromagnetic energy. For example, a copper medium is employed to
conduct electrical energy by a twisted pair and coaxial cable system. Fibre
optic systems conduct light or optical energy, generally using a glass
conductor. The term bounded or guided media refers to the fact that the signal
is contained within an enclosed physical path. Finally, bounded media refers
to the fact that some form of shield, cladding, and/or insulation is employed
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to bind the signal within the core medium, thereby improving signal strength
over a distance and enhancing the performance of the transmission system
in the process. Twisted pair (both unshielded and shielded), coaxial and fibre
optic cable systems fall into this category.
6.9.1Twisted Pair (Copper Conductors)
Figure 6.27 shows a pair of copper wires which is twisted together and
wrapped with a plastic coating as a twisted pair and which has a diameter of
0.4-0.8.The error rate of transmission and the electrical noise is reduced by
the twisting. Each conductor is separately insulated by some low-smoke and
fires retardant substance. Polyethylene, polyvinyl chloride, fluoropolymer
resin and Teflon(r) are some of the substances that are used for insulation
purposes.

Twisting process serves to improve the performance of the medium by
containing the electromagnetic field within the pair. Thereby, the radiation
of electromagnetic energy is reduced and the strength of the signal within
the wire is improved over a distance. This reduction of radiated energy also
serves to minimize the impact on adjacent pairs in a multiple cable
configuration. This is especially important in high-bandwidth applications as
higher frequency signals tend to lose power more rapidly over distance.
Additionally, the radiated electromagnetic field tends to be greater at higher
frequencies, impacting adjacent pairs to a greater extent. Generally, the more
the twists per foot, the better the performance of the wire.

These are popular for telephone network. The energy flow is in guided
media. Metallic wires were used almost exclusively in telecommunication
networks for the last 80 years, until the development of microwave and
satellite radio communications systems. The copper wire has developed into
an established technology which is strong and cost effective. In certain
applications, copper-covered steel, copper alloy, nickel-and/(or) gold-plated
copper and even aluminium metallic conductors are employed.

The maximum transmission speed is limited in this case. The copper
conductor that carries analog data can be used to carry digital data also in
association with modem. Modem is a device that changes analog signals into
digital signals and vice versa. In this category, data rate is restricted to
approximately 28Kbps.The use of better modulation and coding schemes led
to the introduction of Integrated Services Digital Network (ISDN) along with
an increased data rate of 128Kbps. Local Area Networks (LANs) also use
twisted pairs. These networks also upgraded to support for high bit rate real
time multimedia. In Asymmetric Digital Subscriber Lines (ADSL) technology,
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there has been a new progress which intended to use two cooper loops at a
data rate of 1.544Mbps. This data rate is developed towards the user direction
in the network and data rates upto 600Kbps from the user to network.

The twisted pair cable may be defined in two categories based upon the
shielding and without shielding.

In Figure 6.28, Unshielded Twisted Pair (UTP) is shown as a copper
medium which has come from telephony which is being utilized more and
more for data rates. It is fast becoming a practice for horizontal wiring. It states
the link between the end in the communication closet and the outlet which
is further restricted to 90 metres. Communication closet is universal to every
application working over the media and is independent of the type of media.

Additionally, in the work area, there is a grant for 3 meters and for cross
connecting in the closet for a whole of 99 metres, it is 6 metres.

The suggested connectors and media for horizontal wiring are discussed
as follows:

• 150-Ohms Shielded Twisted Pair (STP) contains 2 pairs (IBM connector
or RJ45).

• 100-Ohm UTP contains 4 pairs and 8-pin modular connector (ISDN).
• 62.5/125 contains multi-mode fibre.
• 50-Ohm coax (thin)-IEEE10BASE2, standard BNC connector.

A UTP cable contains 2 to 4200 twisted pairs. Flexibility, cost-effective
media and usability of both data communications and voice are the biggest
advantages of UTP. On the other hand, the major disadvantage of UTP is the
fact that the bandwidth is limited. This limits long distance transmission with
low error rates.

Single pair

Fig. 6.28  Unshielded Twisted Pair (UTP)
Shielded Copper or STP
Shielded Twisted Pair (STP) differs from UTP in the metallic shield or screen
which surrounds the pairs, which may or may not be twisted. As illustrated
in Figure 6.29, the pairs can be individually shielded. A single shield can
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surround a cable containing multiple pairs or both techniques can be
employed in tandem. The shield itself is made of aluminium, steel, or copper.
The shield is in the form of a metallic foil or woven meshes and is electrically
grounded. Although less effective, the shield sometimes is in the form of
nickel and/(or) gold plating of the individual conductors.

Fig. 6.29  Shielded Twisted Pair (STP) Configuration
Shielded copper offers the advantage of enhanced performance for

reasons of reduced emissions and reduction of electromagnetic interference.
Reduction of emissions offers the advantage of maintaining the strength of
the signal through the confinement of the electromagnetic field within the
conductor. In other words, signal loss is reduced. An additional benefit of this
reduction of emissions is that high-frequency signals do not cause
interference in adjacent pairs or cables. Immunity from interference is
realized through the shielding process, which reflects electromagnetic noise
from outside sources, such as electric motors, other cables and wires and
radio systems.

Shielded twisted pair, on the other hand, has several disadvantages.
First, the raw cost of acquisition is greater as the medium is more expensive
to produce. Second, the cost of deployment is greater as the additional weight
of the shield makes it more difficult to deploy. Additionally, the electrical
grounding of the shield requires more time and effort.
6.9.2 Coaxial Cable
The core factor that limits a twisted pair cable is due to the skin effect. The
flow of the current in the wires is likely to flow only on the wire’s outer surface
as the frequency of the transmitted signal raises, thus, less of the available
cross-section is used. The electrical resistance of the wires is increased for
signals of higher frequency which leads to higher attenuation. Further,
significant signal power is lost due to the effects of radiation at higher
frequencies. Thus, another kind of transmission medium can be used for
applications that require higher frequencies. Both these effects are minimized
by coaxial cable.
Coaxial cable as shown in Figure 6.30 is a robust shielded copper wire two-
conductor cable in which a solid center conductor runs concentrically (coaxial)
inside a solid outer circular conductor. This forms an electromagnetic shield
around the former that serves to greatly improve signal strength and integrity.
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The two conductors are separated by insulation. A layer of dielectric
(nonconductive) material, such as PVC or Teflon, protects the entire cable.

Fig. 6.30  Coaxial Cable Configuration
The coaxial cable comes under the category of a bounded media and is

still an effective medium to use in data communication. For better
performance, coaxial cable contains shields which make it costly. Cable
television uses coaxial cables. LANs functions over coaxial cable to the
10BASE5, 10BASE2 and 10BASET specifications. Generally, coaxial cable
allows longer distance transmission instead of twisted pair cable at a higher
data rate. This is however, costly.

There are two types of coaxial cables.
• Baseband: It transmits a single signal at a time at very high speed. The

signal on baseband cable must be amplified at a specified distances. It is used
for local area networks.

•  Broadband: It can transmit many simultaneous signals using different
frequencies.
6.9.3 Optical Fibre

We have seen in the previous section that the geometry of coaxial cable
significantly reduces the various limiting effects, the maximum signal
frequency, and hence the information rate that can be transmitted using a
solid conductor, although very high, is limited. This is also the case for twisted
lines. Optical fibre is different from the other transmission media. The
transmitted information is carried through a beam of light which is fluctuating
in a glass fibre instead of a wire or an electrical signal. This type of
transmission has become strong support for digital network owing to its high
capacity and other factors favourable for digital communication (refer Figure
6.31).

Fig. 6.31  Fibre Optic Cable — General View
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Fibre optic transmission systems are opto-electric in nature. In other words,
a combination of optical and electrical electromagnetic energy is involved. The
signal originates as an electrical signal, which is translated into an optical
signal, the optical signal subsequently is reconverted into an electrical signal
at the receiving end. Figure 6.30 shows a clean, thin glass fibre reflecting
light internally as the transmission carries light with encoded data. Fibres
can bend without breaking with the help of plastic jacket. Light Emitting
Diode (LED) or laser injected light for transmission into the fibre. Receivers
that are light sensitive translate light back into data at the other end.

The optical fibre consists of a number of substructures as shown in
Figure 6.32. In this case, a core made of glass, In this case, the glass core
carrying the light is encircled by a glass cladding which has lower refractive
index. Thus, blending the light and confining it to the core. A substrate layer
of glass encircled the core thus, adding to the diameter and the power of the
fibre. This layer of glass, however, does not carry light. The mechanical
protections cover the secondary buffer coating and primary buffer coating.

Fig. 6.32  Glass Fibre Optic Cable, Side View, and Cross-Section
The light pulse travels down the center core of the glass fibre.

Surrounding the inner core is a layer of glass cladding, with a slightly
different refractive index. The cladding serves to reflect the light waves back
into the inner core. Surrounding the cladding is a layer of protective plastic
coating that seals the cable and provides mechanical protection. This is shown
in Figure 6.32. Typically, multiple fibres are housed in a single sheath, which
may be heavily armoured.

Light propagates along the optical fibre core in one of the following ways
as given below depending on the type and width of core material used.
Multimode Fibre: Compared to the wavelength of light, the diameter of the
core is relatively large. This is known as multimode fibre. In comparison to
the wavelength of light, which is about 1 µm, core diameter ranges from 50
micrometers (µm) to 1,000 µm. It is therefore, called multimode, because light
can travel through the fibres in various ray paths. In multimode, light spreads
through the fibre in various modes or paths of rays.

Multimode fibre is less expensive to produce and inferior in performance
because of the larger diameter of the inner core. When the light rays travel
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down the fibre, they spread out due to a phenomenon known as modal
dispersion. Although reflected back into the inner core by the cladding, they
travel different distances and, therefore, arrive at different times. The received
signal thus has a wider pulse width than the input signal with a
corresponding decrease in the speed of transmission. As a result, multimode
fibre is relegated to applications involving relatively short distances and lower
speeds of transmission, for example, LANs and campus environments.

Two types of multimode fibres exist. The old and simple sort is the ‘step
index’ fibre. Here, the refraction index, which is the capability of an object
to bend light, is similar across the fibre core.
Step Index Multimode Fibre
Step index multimode fibre is shown in Figure 6.33. With various means of
propagation or ray paths, diverse rays traverse various distances, and varied
periods of time for the fibre length to transit are taken. Therefore, in a fibre,
if a small pulse of light is infused, the different rays that emanate from the
short pulse will come at the other side of the fibre at various times, and the
input pulse will be of a shorter period of time than the output pulse. This is
known as ‘modal dispersion’ (pulse spreading) which restricts the amount
of pulses per second that transmits down the fibre and is recognized as
separate pulses at the different end. Therefore, a bandwidth or bit rate of a
multimode fibre is limited. When a bandwidth is around 20 to 30 MHz over
one kilometer of a fibre, stated as ‘MHz - km’, there is no effort to compensate
for modal dispersion in case of step index fibres.

Fig. 6.33  Step Index Multimode Fibre
Graded Index Multimode Fibre
The refraction index across the core is altered slowly from the highest at the
center to the lowest near the edges; therefore, it is termed as the graded
index. This proves the fact that light passes through rapidly in a low-index-
of-refraction material than a high-index material. In the graded index fibre,
a short pulse of light is launched which spreads during its transit of the fibre.
Therefore, dispersion can be reduced using a core material that has a variable
refractive index. In such multimode graded index fibre light is refracted by
an increasing amount as it moves away from the core as shown in Figure 6.34.
This results in the narrowing of the pulse width of the received signal in
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comparison with stepped index fibre. This enables a corresponding increase
in the transmission speed. Therefore, they are capable of supporting a much
higher bandwidth or bit rate. Usually, bandwidths of graded index fibres are
between 100 MHz-km to well over 1 GHz-km. The bandwidth is dependant
on two things. One on the extent a specific index profile of the fibre reduces
modal dispersion, and on the light’s wavelength introduced into the fibre.

Fig. 6.34  Light Propagation in Graded Index Multimode Fibre
• Monomode/Singlemode Fibre: This has a thinner inner core. The core

diameter which is approximately 9 µm is much nearer in size to the
light’s wavelength which is spread by around 1.3 µm. The transmissionof
light is thus, limited to one ray or mode of light which propagates down
the fibre core as shown in Figure 6.35. Hence, effects of multimode or a
multiple-mode are reduced. However, the mechanism of one pulse-
spreading continues. ‘Chromatic dispersion’ is a phenomenon where
many wavelengths of light move at various speeds. This causes small
pulses of light, like in the case of multimode fibres, to spread as they
travel.
At higher transmission rates, single mode fibre is a better performer in

case of long distances, than multimode fibre. All the light that is emitted is
propagated along a single path, because of the core diameter which is
reduced. The input signal is of a comparable width to the received signal.
Though it proves to be more expensive, monomode fibre has its advantages
especially in applications with high bandwidth.

Fig. 6.35  Light Propagation in Single Mode Step Index Fibre
Single-mode fibres have broad bandwidth, cost-effective and low

reduction of strength of any existing optical fibre. They are commonly used
in cable television applications and long-distance telephony.
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The advantages of optical fibres are as follows:
• Weight is light and the size is small.
• Immunity to crosstalk and electromagnetic interference.
• Bandwidth is large.
• No problems of short circuit or electrical ground loop.
It is safe in combustible areas (no arching).

• It is immune to lightning and electrical discharges.
• Long cables run between repeaters.
High strength and flexibility.

• Potential high temperature operation.
• It is safe and secure against signal leakage and interference.
When cut or damaged, there is no electrical hazard.

Unguided Media
Unguided or wireless media sends the data through air (or water), which is
available to anyone who has a device capable of receiving them. Types of
unguided/ unbounded media are discussed below :

• Radio Transmission
• Micro Wave Transmission

Radio Transmission
Its frequency is between 10 kHz to 1GHz. It is simple to install and has high
attenuation. These waves are used for multicast communications.
Types of Propogation
Radio Transmission utilizes different types of propogation :

• Troposphere : The lowest portion of earth’s atmosphere extending
outward approximately 30 miles from the earth’s surface. Clouds, jet
planes, wind is found here.

• Ionosphere : The layer of the atmosphere above troposphere, but below
space. Contains electrically charged particles.

Microwave Transmission
It travels at high frequency than the radio waves. It requires the sender to
be inside of the receiver. It operates in a system with a low gigahertz range.
It is mostly used for unicast communication.
There are 2 types of Microwave Transmission :
1. Terrestrial Microwave
2. Satellite Microwave
Advantages of Microwave Transmission
• Used for long distance telephone communication
• Carries 1000’s of voice channels at the same time
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Disadvantages of Microwave Transmission
• It is Very costly
Terrestrial Microwave
For increasing the distance served by terrestrial microwave, repeaters can
be installed with each antenna .The signal received by an antenna can be
converted into transmittable form and relayed to next antenna as shown in
below figure. It is an example of telephone systems all over the world

There are two types of antennas used for terrestrial microwave communication:
1. Parabolic Dish Antenna
In this every line parallel to the line of symmetry reflects off the curve at
angles in a way that they intersect at a common point called focus. This
antenna is based on geometry of parabola.

2. Horn Antenna
It is a like gigantic scoop. The outgoing transmissions are broadcast up a
stem and deflected outward in a series of narrow parallel beams by curved
head.

Basics of Data Communication



(224)

Satellite Microwave
This is a microwave relay station which is placed in outer space. The satellites
are launched either by rockets or space shuttles carry them.
These are positioned 3600KM above the equator with an orbit speed that
exactly matches the rotation speed of the earth. As the satellite is positioned
in a geo-synchronous orbit, it is stationery relative to earth and always stays
over the same point on the ground. This is usually done to allow ground
stations to aim antenna at a fixed point in the sky.

Features of Satellite Microwave :
• Bandwidth capacity depends on the frequency used.
• Satellite microwave deployment for orbiting satellite is difficult.

Advantages of Satellite Microwave :
• Transmitting station can receive back its own transmission and check

whether the satellite has transmitted information correctly.
• A single microwave relay station which is visible from any point.

Disadvantages of Satellite Microwave :
• Satellite manufacturing cost is very high
• Cost of launching satellite is very expensive
• Transmission highly depends on whether conditions, it can go down

in bad weather
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6.10 Transmission Modes
Transmission mode means transferring of data between two devices. It is also
called communication mode. These modes direct the direction of flow of
information. There are three types of transmission mode. They are :

 Simplex Mode
 Half duplex Mode
 Full duplex Mode

SIMPLEX Mode
In this type of transmission mode data can be sent only through one direction
i.e. communication is unidirectional. We cannot send a message back to the
sender. Unidirectional communication is done in Simplex Systems.
Examples of simplex Mode is loudspeaker, television broadcasting, television
and remote, keyboard and monitor etc.

HALF DUPLEX Mode
In half duplex system we can send data in both directions but it is done one
at a time that is when the sender is sending the data then at that time we
can’t send the sender our message. The data is sent in one direction.
Example of half duplex is a walkie- talkie in which message is sent one at a
time and messages are sent in both the directions.
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FULL DUPLEX Mode
In full duplex system we can send data in both directions as it is bidirectional.
Data can be sent in both directions simultaneously. We can send as well as
we receive the data.
Example of Full Duplex is a Telephone Network in which there is
communication between two persons by a telephone line, through which both
can talk and listen at the same time.

In full duplex system there can be two lines one for sending the data and
the other for receiving data.

6.11 Switching Techniques
Switching Techniques - In large networks there might be multiple
paths linking sender and receiver. Information may be switched as it travels
through various communication channels. There are four typical switching
techniques available for digital traffic.

* Circuit Switching
* Packet Switching
* Message Switching
* Cell Switching

Circuit Switching
• Circuit switching is a technique that directly connects the sender

and the receiver in an unbroken path.
• Telephone switching equipment, for example, establishes a path that

connects the caller’s telephone to the receiver’s telephone by making
a physical connection.

• With this type of switching technique, once a connection is
established, a dedicated path exists between both ends until the
connection is terminated.

• Routing decisions must be made when the circuit is first established,
but there are no decisions made after that time
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• Circuit switching in a network operates almost the same way as the
telephone system works.

• A complete end-to-end path must exist before communication can
take place.

• The computer initiating the data transfer must ask for a connection
to the destination.

• Once the connection has been initiated and completed to the
destination device, the destination device must acknowledge that it
is ready and willing to carry on a transfer.

Advantages:
• The communication channel (once established) is dedicated.

Disadvantages:
• Possible long wait to establish a connection, (10 seconds, more on

 long- distance or international calls.) during which no data can be
transmitted.

• More expensive than any other switching techniques, because
a dedicated path is required for each connection.

• Inefficient use of the communication channel, because the channel
is not used when the connected systems are not using it.

Packet Switching
* Packet switching can be seen as a solution that tries to combine the

advantages of message and circuit switchingand to minimize the
disadvantages of both. 

* There are two methods of packet switching: Datagram and virtual
circuit.

* In both packet switching methods, a message is broken into small
parts, called packets.

* Each packet is tagged with appropriate source and destination
addresses.

* Since packets have a strictly defined maximum length, they can
be stored in main memory instead of disk; therefore access delay
and cost are minimized.

* Also the transmission speeds, between nodes, are optimized.
* With current technology, packets are generally accepted onto the

network on a first-come, first-served basis. If the network becomes
overloaded, packets are delayed or discarded (“dropped”).
The size of the packet can vary from 180 bits, the size for the Data
kit virtual circuit switch designed by Bell Labsfor communications
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and business applications; to 1,024 or 2,048 bits for the 1PSS
switch, also designed by Bell Labs for public data networking; to 53
bytes for ATM switching, such as Lucent Technologies’ packet
switches

* In packet switching, the analog signal from your phone is converted
into a digital data stream. That series of digital bits is then divided
into relatively tiny clusters of bits, called packets. Each packet has
at its beginning the digital address — a long number — to which it
is being sent. The system blasts out all those tiny packets, as fast
as it can, and they travel across the nation’s digital backbone
systems to their destination: the telephone, or rather the telephone
system, of the person you’re calling.

* They do not necessarily travel together; they do not travel
sequentially. They don’t even all travel via the same route.
But eventually they arrive at the right point — that digital address
added to the front of each string of digital data — and at their
destination are reassembled into the correct order, then converted
to analog form, so your friend can understand what you’re saying.

* Datagram packet switching is similar to message switching in that
each packet is a self-contained unit with complete
addressing information attached.

* This fact allows packets to take a variety of possible paths through
the network.

* So the packets, each with the same destination address, do not follow
the same route, and they may arrive out of sequence at the exit point
node (or the destination).

* Reordering is done at the destination point based on the sequence
number of the packets.

* It is possible for a packet to be destroyed if one of the nodes on its
way is crashed momentarily. Thus all its queued packets may be lost.

* In the virtual circuit approach, a preplanned route is established
before any data packets are sent.

* A logical connection is established when a sender send a “call
request packet” to the receiver and the receiver send back an
acknowledge packet “call accepted packet” to the sender if the
receiver agrees on conversational parameters.

• The conversational parameters can be maximum packet sizes, path
to be taken, and other variables necessary to establish and maintain
the conversation.

Basics of Data Communication



(229)

• Virtual circuits imply acknowledgements, flow control, and error
control, so virtual circuits are reliable. That is, they have the
capability to inform upper-protocol layers if a transmission problem
occurs

• In virtual circuit, the route between stations does not mean that this
is a dedicated path, as in circuit switching.

* A packet is still buffered at each node and queued for output over
a line.

• The difference between virtual circuit and datagram approaches:
* With virtual circuit, the node does not need to make a routing

decision for each packet.
* It is made only once for all packets using that virtual circuit. VC’s

offer guarantees that the packets sent arrive in the order sent with
no duplicates or omissions with no errors (with high probability)
regardless of how they are implemented internally

Advantages:
• Packet switching is cost effective, because switching devices do not

need massive amount of secondary storage.
• Packet switching offers improved delay characteristics, because there

are no long messages in the queue (maximum packet size is fixed).
• Packet can be rerouted if there is any problem, such as, busy or

disabled links.
* The advantage of packet switching is that many network users can

share the same channel at the same time. Packet switching  can
maximize link efficiency by making optimal use of link bandwidth.

Disadvantages:
• Protocols for packet switching are typically more complex.
• It can add some initial costs in implementation.
• If packet is lost, sender needs to retransmit the data. Another

disadvantage is that packet-switched systems still can’t deliver the
same quality as dedicated circuits in applications requiring very little
delay - like voice conversations or   moving images.

Message Switching
• With message switching there is no need to establish a dedicated

path between two stations.
• When a station sends a message, the destination address is

appended to the message.
• The message is then transmitted through the network, in its

entirety, from node to node.
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• Each node receives the entire message, stores it in its entirety on
disk, and then transmits the message to the next node.

• This type of network is called a store-and-forward network.
A message-switching node is typically a general-purpose computer.
The device needs sufficient secondary-storage capacity to store the
incoming messages, which could be long. A time delay is introduced
using this type of scheme due to store- and-forward time, plus the
time required to find the next node in the transmission path.

Advantages:
• Channel efficiency can be greater compared to circuit-switched

systems, because more devices are sharing the channel.
• Traffic congestion can be reduced, because messages may be

temporarily stored in route.
• Message priorities can be established due to store-and-forward

technique.
• Message broadcasting can be achieved with the use of broadcast

address appended in the message
Disadvantages

• Message switching is not compatible with interactive applications.
• Store-and-forward devices are expensive, because they must have

large disks to hold potentially long messages
Cell Switching

Cell Switching is similar to packet switching, except that the switching
does not necessarily occur on packet boundaries. This is ideal for an
integrated environment and is found within Cell-based networks, such
as ATM. Cell-switching can handle both digital voice and data signals.

6.12 IP Addresses
Every computer on network requires an IP address to communicate with

other computer. An IP is a 32-bit number comprised of a host number and
a network prefix, both of which are used to uniquely identify each node
within a network.

To make these addresses more readable, they are broken up into 4 bytes,
or octets, where any 2 bytes are separated by a period. This is commonly
referred to as dotted decimal notation.

The first part of an Internet address identifies the network on which the
host resides, while the second part identifies the particular host on the given
network. This creates the two-level addressing hierarchy.

All hosts on a given network share the same network prefix but must
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have a unique host number. Similarly, any two hosts on different networks
must have different network prefixes but may have the same host number.

Here is a simple example of an IP address: 192.168.1.1
An additional value, called a subnet mask, determines the boundary

between the network and host components of an address.
Subnet masks are 32 bits long and are typically represented in dotted-

decimal (such as 255.255.255.0) or the number of networking bits (such as
/24). The networking bits in a mask must be contiguous and the host bits
in the subnet mask must be contiguous. 255.0.255.0 is an invalid mask. A
subnet mask is used to mask a portion of the IP address, so that TCP/IP can
tell the difference between the network ID and the host ID. TCP/IP uses the
subnet mask to determine whether the destination is on a local or remote
network.

 Class A subnet mask 255.0.0.0
 Class B subnet mask 255.255.0.0
 Class C subnet mask 255.255.255.0
When dealing with IP addresses, the address is broken into two

components:
 Network component Defines on what segment, in the network, a

device is located
 Host component Defines the specific device on a particular network

segment
The network number uniquely identifies a segment in the network and

a host number uniquely identifies a device on a segment. The combination
of these two numbers must be unique throughout the entire network.

IP addresses are divided in five class.
Class A addresses range from  1-126
Class B addresses range from 128-191
Class C addresses range from 192-223
Class D addresses range from 224-239
Class E addresses range from 240-254
0 is reserved and represents all IP addresses;
127 is a reserved address and is used for loop back tasting:
255 is a reserved address and is used for broadcasting purposes.
It is fairly easy to predict what address belongs to what class. Simply

look at the first number in the dotted-decimal notation and see which range
it falls into.
For example

 IP address 159.123.12.2 belongs to class B because 159 [First
number] falls in range 128 - 191
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 IP address 15.12.12.6 belongs to class A because 15 [First number]
falls in range 1 - 126

 IP address 192.168.1.2 belongs to class C because 192 [First
number] falls in range 192 - 223

When you are dealing with IP addresses, two numbers are always
reserved for each network number:

The first address in the network represents the network’s address, and
the last address in the network represents the broadcast address for this
network, called directed broadcast.

When you look at IP itself, two IP addresses are reserved: 0.0.0.0 (the
very first address), which represents all IP addresses, and 255.255.255.255
(the very last address), which is the local broadcast address.

As to assigning addresses to devices, two general types of addresses can
be used: public and private.
Public addresses

Public addresses are Class A, B, and C addresses that can be used to
access devices in other public networks, such as the Internet.
Private Addresses

Within the range of addresses for Class A, B, and C addresses are some
reserved addresses, commonly called private addresses. Anyone can use
private addresses; however, this creates a problem if you want to access the
Internet. Remember that each device in the network (in this case, this
includes the Internet) must have a unique IP address. If two networks are
using the same private addresses, you would run into reachability issues.
To access the Internet, your source IP addresses must have a unique Internet
public address. This can be accomplished through address translation. Here
is a list of private addresses.

Class A: 10.0.0.0–10.255.255.255 (1 Class A network)
Class B: 172.16.0.0–172.31.255.255 (16 Class B networks)
Class C: 192.168.0.0–192.168.255.255 (256 Class C networks)
IP (Internet Protocol) addressing methods:

Static /Dynamic
Each device in an IP network is either assigned a permanent address

(static) by the network administrator or is assigned a temporary address
(dynamic) via DHCP software. Routers, firewalls and proxy servers use static
addresses as do most servers and printers that serve multiple users. Client
machines may use static or dynamic IP addresses. The IP address assigned
to your service by your cable or DSL Internet provider is typically dynamic
IP. In routers and operating systems, the default configuration for clients is
dynamic IP.

Basics of Data Communication



(233)

DHCP
DHCP stands for Dynamic Host Configuration Protocol. This protocol

assigns network IP addresses to clients on the network at startup. With DHCP,
each client workstation does not need to be set up with a static IP address.
DHCP is recommended on large networks. It would be very time consuming
to manually assign a static IP address to every workstation on your network.
With static IP addressing, the IP address that you assign to a device never
changes. A DHCP server contains a pool of IP addresses that it can draw from
to assign to devices that are connecting to the network. Other TCP/IP
properties, such as default gateways, DNS servers, and subnet masks can
also be assigned automatically.
IPv6

Network industry is moving to adopt new version of IPv6. IPv6 have several
new features.
6.13 DNS Ports
DNS Ports
A port, in computer networking, is considered as application-specific or
process-specific software that builds function for a communication endpoint
utilized by Transport Layer Protocols (TLP) of the Internet Protocol (IP) suite
namely Transmission Control Protocol (TCP) and User Datagram Protocol
(UDP). A specific port is recognized by its number termed as the port number,
the associated IP address and the communication protocol. DNS helps to look
up names and IP addresses. A port number is a 16-bit unsigned integer that
ranges from 0 to 65535. The port numbers are categorized into the following
three ranges:

• Well-known ports
• Registered ports
• Dynamic or private ports

The port numbers 0 through 1023 are termed as well-known ports. The
following are important well-known ports:

• 23: Telnet
• 53: Domain Name System
• 80: World Wide Web HTTP
• 119: Network News Transfer Protocol
• 443: HTTP over Transport Layer Security/Secure Sockets Layer
• 445: Microsoft-DS (Microsoft Directory Service), Server Message Block

over TCP
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The registered ports are from 1024 through 49151. The dynamic or
private ports are from 49152 through 65535.

Generally, the DNS port uses a high port on the client side and port
53 on the server side (see Figure). Whenever any two DNS servers send the
data from one DNS server to the other, then typically both the DNS servers
use port 53. For individual queries UDP is used whereas TCP is used to
transfer entire zones. Zone transferring is done when a secondary name
server acquires information from a primary name server.

Fig. 8.42 (a)  Ports between Client and DNS Server

Fig. 8.42 (b)  Ports between Two DNS Servers
Whenever a client program sends queries to a name server and the name

server in turn has to query another name server, then the queries and data
are sent with UDP from port 53 to port 53. Both UDP and TCP are utilized
for transferring zone. First, a small data is sent with UDP to a name server
which requests another name server for a name or IP address. Then, a TCP
connection is created from a high port on the secondary name server to port
53 on the primary name server.

Fig. 8.43  Ports between Secondary DNS Server and Primary DNS Server
There are a few versions of Windows which contain programs that sends

DNS queries from port 137. DNS follows rules for both directions via the
firewall.
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A particular port performs a specific process termed as binding for
sending and receiving data. The incoming packets are checked for destination
port number and IP destination address to match with that port and to send
outgoing packets by confirming the source port number. Port numbers are
defined in the transport protocol packet header from where they can be
interpreted for sending and receiving data to source computers and also via
other networking infrastructure components. Basically, the Firewalls are
configured to make a difference between source and destination packets
depending on port numbers.

CHECK YOUR PROGRESS
1. Define the term network.
2. State the importance of hierarchical topology.
3. What does switching includes?
4. Define a TCP/IP model.
5. What is circuit switching?
6. What are the uses of IPv4 addresses?

6.14 Summary
• Networks that are privately owned offer consistent fast paced

communication channels which are optimized to connect
information processing tools in a restricted geographical area.

• The network hub is a centralized distribution point for all data
transmission in a network. Hub may also be referred to as a
concentrator data packet from a NIC arrives at the hub.

• Stackable hubs are hubs that can be stacked or interconnected to
make a single hub appearance. They are useful for venders to make
hubs of size suitable to customer requirement.

• A repeater is a communication device that connects between two
segments of the network cable. It retimes, regenerates, strengthens
the digital data and sends them on their way again.

• A bridge interconnects two networks using same technology (such
as Ethernet or Arcnet). Bridge is more sophisticated than a repeater.

• Local Area Networks or LANs are classified depending on the
topology, access methods, signalling methods, transmission medium
and transmission mode.

• A hierarchical topology connects multiple star networks to other star
networks. This type of topology contains a central root node that is
top-level hierarchy which is connected to one level lower in the
hierarchy.

Basics of Data Communication



(236)

• Bus networks employ a decentralized method of media access
control known as CSMA (Carrier Sense Multiple Access) that allows
the attached devices to make independent decisions relative to media
access and initiation of transmission.

• In a mesh network, each pair of nodes is connected by means of
an exclusive point-to-point link. Each node requires a separate
interface to connect with the other device.

• Mesh networks are seldom constructed in practice. They are useful
in situations, where one node or station frequently sends messages
to all other nodes.

• A ring topology is a collection of point-to-point links that may form a
circle. The LAN of IBM follows the ring topology. The IEEE 802.5
standard committee, along with a substantial number of representatives
from IBM, has developed a standard called token ring.

• Switching includes ‘plug and play’ element. It determines Ethernet
addresses which are used on each segment and creates a table of
signal packets. This feature connects different network types
together just like Ethernet and fast Ethernet of the same types.

• A popular utility provided by TCP/IP is the Telnet. Telnet is a virtual
terminal emulation facility that allows a user to connect to a remote
system as if the user’s terminal was hard wired to that remote
system. This works on client server architecture.

• IRC is the Internet Relay Chat service in which participants around
the world can ‘talk’ to each other by typing in real time on hundreds
of channels. These channels are usually based on a particular topic.

• A network is designed to provide reliable transmission of packets
from one end of the network to other remote parts of the network.
A network consists of several components including the hardware
and software devices.

• Computers in the early networks could typically communicate only
with computers from the same manufacturer.

• The seven layers of the OSI Model are categorized into two-layer
groupings. The lower layers are Layers 1, 2, 3 and 4 and the upper
layers are Layers 5, 6 and 7.

• The top three layers define the way the applications within the end
stations will communicate with each other and with users while the
bottom four layers define how data is transmitted end-to-end.

• The data link layer is Layer 2 of the OSI model and provides
functional and procedural means to exchange data between network
entities. The set of devices functioning at the data link layer simply



(237)

supports the functionalities of networking instead of internet
working.

The session layer is the lowest of the three upper layers and deals
mainly with software application issues only. It helps enable devices to
establish and manage sessions.
6.15 Key Terms

• Server: It is the most powerful computer of the network, usually a
powerful microcomputer or a super microcomputer with the power of a
minicomputer is used as a server

• Workstation: An individual computer with capabilities to communicate
with other machines

• Network interface unit: The role of Network Interface Unit or NIU is to
move the serial signals on the network cables or media into parallel data
stream inside the PC

• Control frames: Control frames are frames used for controlling and
maintaining the logical ring

6.16 Questions for Exercise
Short-Answer  Questions

1. Define the term computer networks.
2. List the components of a network.
3. What is the difference between LAN, Man and WAN.
4. Define the term switching techniques.
5. List the transmission modes.

Long-Answer  Questions
1. Discuss the various LAN topologies with the help of an example of

each type.
2. Describe the OSI reference model with the help of a diagram.
3. Explain the significance of TCP layer with the help of a diagram.
4. Discuss the switching techniques with the help of examples.
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